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Customer Experience and Big Data Use Cases

Building a Customer Experience Framework

Closing note on this subject
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Demystifying Customer Experience
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What do Customers Expect
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Evolving Customer Expectations

6

Customers don’t expect us to meet their expectations... but to exceed them
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The Shifting Business Paradigm

Time to
Market

Service

Marketing
Paradigm

Ecosystem

Revenue
Model

Few Weeks Few Hours

Customer Service Self Service

Contextual &

Broadcast .
Conversational

NNV

Service Provider Owned Partner Enabled

N

e Context, Content &
Connectivity Community

AR VAR VA VI V4

Are you changing fast enough...

7 © 2014 Protiviti

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party.

P

L] L ] L]
rotivitr
Risk & Business Consulting.

Internal Audit.



The Customer Experience Analytics Goals

A set of applications and methods

that turn visibility of each and every customer’s experience over time and across all moments of interaction,
into tangible business advantage

Brand Equity and Uplift Service Quality Increase Revenue Lean
Differentiation and Adoption and Profitability Operations
& J & J & J & J
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The Customer Experience Gap

We Deliver
Superior Customer Experience

380%

We get only

8%

Service Providers

Customers
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The Service Provider Perspective
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Service Providers are from Mars, Customers from Venus

Operations

Support and Fulfillment

Average Handling Time, Readiness

Mean Time to Repair,
Average Revenue Per User,

Assurance

Billing

Call Handling Efficiency

The Customer Perspective

Personal Profile, Loyalty,
Interest Match up Level,
Satisfaction, Package Optimization
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— Data Consumption
— Recharges

The Positives

— Long Duration Calls
— Repeated Downloads
— Content Forwards
— Regular Page Visits

— Buying Behavior

The Behavior

— Call Usage

— Payments
— Browsing History
— CCInteractions

The Negatives

— Service Outage
— Lost SMS/MMS

— Dropped Calls
— Hard Terminated IVR

— Multiple Call Transfers

— Abandoned Shopping
— Aborted Downloads
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Customer
Experience
Analytics

Customer
Insight
Customer Intent
Moments of Truth

=)

=)

=)

=)

— Up-sell and Cross-sell
— Display personalized Ad
— Free trials

— Follow up Outbound Campaign

Retain

— Renewal campaign
— Modify terms of contract
— Win back discounts

Manage Receivables

— Prompt for payment
— eBilling sign-up
— Easy pay sign-up

Build Relationship

— Event-based help messages
— Life event based messages
— Share usage best practices

Customer Service
— Follow up on service outage
— Follow up on customer enquiry
— Offer promotions
— Sorry emails / SMS
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What has Big Data Analytics to do
with all this ?
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What happens in a Minute
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20 47,000 61,141

New victims of App downloads Hours of music
identity theft
20 million
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Emails sent In sales
20+ 100,000
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amazon
PANDORA
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New mobile users
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6
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Search queries ’ \Q
And Future Growth is Staggering | s .| mier /

Bl
(oo (0 o N
’ i Il
Today, the g By 2015, the 2 @ In 2015, to view l
number of — number of — ’x it would take / s/ V'l‘:“ f‘::,os:llt:g
networked devices e o networked devices e chckd you 5 YMPS: cl?esecond
population population

© 2014 Protiviti p ro t iV i t i ;

Risk & Business Consulting.

14
CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party. Internal Audit.



We are drowning in a sea of data
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But Data is Opportunity

facebook.

Advertisements

amazoncom
N

Recommendations

oogle

Anything that sells...
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What is Big Data?
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How Can Big Data Help ?

Improve operational efficiency
Customer support/experience
Service and network management
Improve marketing effectiveness
Improve risk management
Support strategic direction setting
Improve time to market
Regulatory compliance

Leverage social networks

! | | | | | | |
0% 10% 20% 30% 40% b50% 60% 70%

Source: TM Forum, 2012
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There are a lot of Players

19

| CliEdep

o NSCOO5
E RERIEE

i . it . . ( .
Vertical Apps Ad/Media Apps Business ! Analytics and f
Bioomencr  EIEEE eolloctivelT) Intelligence Visualization
> — z . ORACLE' | Hvoerion || #¥*tobleau
n \oluefin #Recorded Future CAD 4 Y e LA QPERA  meulayer
Log Data Apps ol i | | = e (7] METAMARKETS
Medla@ — DataXD m|8usiness Intelligence [ERADATA ASTER Coivge
L SUH\0.0Q.C deeme U oyt J - _ *blrst (jsas -Tcho- [@Mm(l(
= = @r2nceticon mm—m
‘ Data As A Service EEE || Autonomy D Datameer
, Quikio O piatfora MR &red
| [ENE T INRIX @ texisexiss S0 LOOATE || g0 [CRYREYE ) \ alteryx <visually A
P AT \( \T 3
Analytics Operational Infrastructure As Structured
Infrastructure Infrastructure A Service Databases
N, e ;
mﬁmﬁ Y MAER| | coucnsase  10gen |z “+'amazon ORACLE Myst
loud INFOBRIGHT = e~
KRN [ERADATA
EMC @cneeuown. VoltDE
N NITIZZ..A. kognitlo =8 : :
enrnsvn"x.,' SOt -j \ MarkLogic 714 Google BigQuery
Technologies

Wi HERSE

@Cassandra

© 2014 Protiviti

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party.

pr0t|V|t|

Risk & B!

lting.
al Audit.



And a lot of noise

expectations

Wireless Power

Hybrid Cloud Conpf)uting

| BigData—~®

e

OWIS0UrCIng

Speech-m-Speech Translation
Silicon Anode Batteries
Matural-Language Question Answering
Internet of Things

Mobile Robots

Autonomous Vehicles
Scanners

Automatic Content Recognition

Volumetric and Holographic Displays
[E Bioprinting
Quantum Computing
Human Augmentation

In-

3D Printing
BYOD

Complex- Euent Procassmg
O®— Social Anal

J—Private C ud Computing

Application Stores

Q. Augmented Reality
.~ In-Memory Database Management Systems
Activity Streams
IME17/~@ “=NFC Payment .
Audio Mining/Speech Analytics
NFG '. Cloud Computin

Machin a-tn-Macgina Communication Services
Mesh Metworks: Sensor

L)
Gesture Control Predictive Analytics

Speech Recognition
Consumer Telematics
Idea Management
Biometric Authentication Methods
Consumerization
Media Tablets

Memory Analytics O .
Text Analytics

Home Health Monitoring Mobile OTA Payment
Hosted Virtual Desktops
Virtual Worlds
As of July 2012
Peak of
Technology Trough of . Plateau of
Trigger Inflated Disillusionment Slope of Enlightenment Productivity
Expectations
time >
Plateau will be reached in: obsolete

Q less than 2 years

Gartner’s Emerging Technologies Hype Cycle 2012
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Objective

Customer Life Time Value
Enhancement

QoS Management

Approach

Life Cycle Definition
Campaign Creation and Maintenance

Multi-Channel Campaign Execution

Monitor, track and actively manage
key QoS Parameters

Targeted Business Outcomes

Increase breadth and depth of
services and reduce churn through
targeted campaigns

Happy Customers due to a great QoS

Compliance to QoS levels
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Objective

Reduce Dormancy of
Transient Subscribers and
Increase Stickiness

Approach

Monitor dormancy by subscriber and service

Incent and stimulate usage through targeted
campaigns

Targeted Business Outcomes

Lower levels and periods of
dormancy, higher usage on
network

Increase Recharge Amount
and Frequency

Monitor recharge behavior by segment

Increase recharge amounts and frequency
through targeted stimulation campaigns

Higher levels of top-up activity
for targeted customer segments

Increase ARPU of High Value
Customers

Identify micro-segments of high value customers
with specific behavior patterns

Deliver targeted campaigns of value added
services

Higher uptake of targeted data
services

Increased uplift on new offers

Increase Retention of High
Value Customers

Detect High Risk, High Value customers and
proactively send retention offers

Proactively detect and fix negative experiences

Increased customer satisfaction
among high value customers and
higher retention levels
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Customer

Experience Framework
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The Customer Experience 360° — perception.. Satisfaction.. Loyalty.. Profitability

— Net Promoter Score

Awareness and Rty
Consideration — Breadth of available devices

— Breadth of available services

e First Impressions
S

— Loyalty Programs ' — Retail / POS Experience
_ Personalization - Advocacy Purchase ‘ — Competitive Pricing & Packaging

— Contextual Offers — Campaigns

— Emotional Engagement — Discounts and Promotions

Customer Fulfillment Experience

— Service Ubiquity

Customer Care Experience
— Quality of Services

— Customer Self Service Quality - Support Service ‘ — Quality of Devices
— Contact Center Quality

— Quality of Service Partners
— Relationship / Account Manager

— Accuracy / Transparency of Billing
— Available Content & Applications
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Real Time Customer Insight Driving Customer Experience

Business Support Systems Network Social Channel Interactions
‘ .
eDemographic Profile eQuality and Coverage Data eSocial Media (FB, Twitter) *On Portal Browsing
eService Profile eHome Cell / Visited Cells eSurveys ¢Call Center Interactions
e Activation Context eCell Value eSelf Service Interactions
eService Consumption eCell Experience eRetail Interactions

ePayment History
eRecharge History

Building the all Important Customer Insight Model

Real-timeé Customer Insight as a Service

\ 4 \ 4

Customer facing Functions

26 © 2014 Protiviti

Sales and e Collections and Retail POS /
Marketing Dunning Front Office
Best Action

Happy Customers High Value Customers
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*Off Portal Browsing
¢Offline Device Browsing
eDevice Configuration
ePreferences

protiviti-

Risk & Business Consulting.
Internal Audit.



Closing note on this subject

Take a step back, to understand the Big Picture

|dentify the Business Case first.. Technology can follow

Get Top Management Support

i
o

<.~} Customer Experience is a collaborative and cross-functional effort

<@
)

Take small steps, leverage initial successes, ‘Big Bang’ seldom works

Big Data — ‘If you want to wrestle with an elephant get help’

27 © 2014 Protiviti
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Paradigm Shift in Audit Environment: New Risks

.: Extrinsic Risk Factors J '

Intrinsic Risk Factors J

Complexity

Communication

Detection Errors

Deployment Errors

Conversion

31 © 2014 Protiviti
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Paradigm Shift in Audit Environment: Relation between Risk & Frequency

H — —
ore Than ‘
Daily
Level of o
Risk/Criticality ; r h ‘
of Real Time e
Information and y ‘
Analysis

Frequency of
Audit/Review
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Paradigm Shift in Audit Environment: Need of the Hour
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Auditing

2070 — External Service Provider and Organizational Responsibility
for Internal Auditing

2100 — Nature of Work

1000 — Purpose, Authority and Responsibility

1010 - Recognition of the Definition of Internal Auditing, the Code of
Ethics, and the Standards in the Internal Audit Charter

1100 - Independence and Obijectivity 2110 — Governance

1110 - Organizational Independence 2120 - Risk Management

1111 - Direct Interaction with the Board 2130 - Control

1120 — Individual Objectivity 2201 - Planning Considerations

1130 — Impairment to Independence or Objectivity 2210 — Engagement Objectives

1200 - Proficiency 2220 — Engagement Scope

1210 — Proficiency and Due Professional Care 2230 — Engagement Resource Allocation
1220 — Due Professional Care 2240 — Engagement Work Program
1230 — Continuing Professional Development 2300 — Performing the Engagement
1300 — Quality Assurance and Improvement Program 2310 — Identifying Information

1310 — Requirements of the Quality Assurance and Improvement
Program

2320 — Analysis and Evaluation

1311 — Internal Assessments
1312 - External Assessments
1320 — Reporting on the Quality Assurance and Improvement

2330 — Documenting Information
2340 — Engagement Supervision

2400 — Communicating Results

Program

1321 — Use of “Conforms with the International Standards for the
Professional Practice of Internal Auditing”

1322 — Disclosure of Nonconformance

2000 — Managing the Internal Audit Activity

2410 — Criteria for Communicating

2420 — Quality of Communications

2421 — Errors and Omissions

2430 — Use of “Conducted in Conformance with the International
Standards for the Professional Practice of Internal Auditing”
2431 — Engagement Disclosure of Nonconformance

2440 - Disseminating Results

2450 — Overall Opinions

2500 — Monitoring Progress

2600 — Communicating the Acceptance of Risks

2010 — Planning

2020 — Communication and Approval

2030 — Resource Management

2040 - Policies and Procedures

2050 — Coordination

2060 — Reporting to Senior Management and the Board
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1200 - Proficiency (Internal Auditor must have adequate knowledge, skills to
perform their individual responsibilities)

THE INSTITUTE OF

CHARTERED
ACCOUNTANTS

Certified
Internal Auditor

Y

IN ENGLAND & WALES

AUSTRALIA
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1210 and 1220 - Proficiency and Due Professional Care (Internal auditors must apply
the care and skill expected)

THE INSTITUTE OF

~ CHARTERED
@ ACCOUNTANTS
CA [
6
Certified & "

Internal Auditor

=L

AUSTRALIA = éﬁ/_‘%\ *
Pos : <4

TILS o
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Need for Data Analytics

Trends in the Industry — Indicators for growing need for analytics to be used as an audit technique

N
e Standard 1220.A2 — “In exercising due professional care internal auditors must consider the use of
1A technology-based audit and other data analysis techniques”
Standards J
\
¢ Key findings of IA capability needs survey 2011 indicate Data analysis tools for statistical analysis and data
Protiviti manipulation is one of the key needs cited by most participants.
Surveys y
N

¢ |T Auditors represent only 10% of Internal Audit headcount — 2007 Survey

¢ Over half of Internal Audit functions have implemented continuous auditing through technology — 2007
(o] [-i1ted  Survey. Over 90% of Internal Audit functions use data analytics, however, less than half consider these skills as
Past pervasive — 2007 Survey y
Surveys

~
¢ [|A’s GTAG No. 3 on Continuous Auditing states “the power of continuous auditing lies in the intelligence and

efficient continuous testing of controls. By changing their approach auditors will develop a better
understanding of the business environment and risks to the company.”

Best
Practice

J
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Types of Data Analytics

What analytics can be done? - elaborated

This service entails
analysis of accounting and
financial statements and
their elements, an indicative
service list would involve:

* Financial Statement Ratio
analysis

» Debtors analysis

» Creditors analysis

* Procurement analysis

* Spend analysis

» Performance dashboards

This service aims to
provide key management
insights into  customer
behavior:

» Customer Behavior

e Churn Analysis

* Process Efficiency
analysis

» Balanced score card

* Segmentation Analysis

* Research Analysis

Financial
Analytics

Business
Intelligence

This service aims to
support protiviti audit
eams across of the world ,
an indicative service list
would be:

* Control analytics

* Fraud analytics

* Revenue Assurance
Analytics

Our Off shore ERP
analytics help clients in risk
management and mining
their ERP data giving out
meaningful decision
support and investigative
reports, Indicative services
include:

* SOD assessment

» Configuration analysis
ERP control analysis

* ERP security analysis
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Tools used for Data Analytics

Required proficiency in analytics tools

:d, l; ) Assure suite ® e
Data pwu Gan It Renuy pve (o8 see L.\_/\ LﬂgﬁvaM

MATLAB=~

SQL

proanalyzer pendnskassessor

powered by protiviti ging datato minimize risk

T —— protiviti
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Tools used for Data Analytics (Contd.)
Brief summary of some key tools that may be used more often for analytics

Used for complex analytics

solutions. Ability to manage MS Access is a very handy
large volumes of data in a tool and easily available (As
systematic manner . Key part of MS Office) to

analyze reasonable data in
structured form

advantages include:

* Analysis on a huge
sample of data, hence
providing high assurance
to clients

Cost Effective
Quick turn around time
Easy to use

« Structured analysis Non technipal _
* More business value at a Helps ~in creating
lesser cost SQL/ Oracle MS Access customized tools for

* Backend databases in clients using the ‘Forms’
most of the top

organizations

Pro Analyzer is in house

PRO solution  developed by

Protiviti for Telecom

Analyzer industry and especially for

Revenue Assurance

Function. Its advantage
include:

ACL is an industry wide
accepted tool for Audit
analysis.

* Quick turn around time

* Flexible and user friendly

« Accepted Audit tool * Industry specific analysis

* End to end solution for

client

* Ability to manage huge
data
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Concept of the Off shore Data Analytics Lab

What is the Value proposition ?

Grow-— Strengthen- Succeed-
Efficient Empower our Onsite Through
Delivery teams with power Competitive
Grow. Strengthen. Succeed. Mechanism Insights through Pricing and
offshore research wider margins

Value add to
Client - Analytical
insights

analysis and Engagement

High quality Reducing
reporting Delivery time

)

Data Analytics
Lab

Leverage on
Cost effective global knowledge
and experiences

Quick Turnaround
Time
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Continuous Auditing through CAAT -

For ITGC (Example of a Delivery Model)

\e Collaboration Across Business Users, IT and Audit
@ Q»j Finance M - L:.' Managers »j IT Managers L’:_', Internial and External Auditors
Qj’ : Client
Orderancash Scope Report
Wnsight
@
3 .
§ Insight/
Q
'?". ...... ——
= .
Analysis Ana|yg|g
R t
Eques Report

System Conflguration Insight Configurable Controls Process Configuration Insight

Data Analytics Insight/
Lab (off shore) Guidance

= | —— e~ |
= B B
] PR

Multipie Applications

ERP Servers Analytics

Team

The firewall and router / switch / server rule base would be
edited by the IT team to grant access of the ERP client to the
Analytics team that will be based out of Remote locations.

43 © 2014 Protiviti p ro t iV i t i ;

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party. Ristes B"Si"eﬂisﬂlslﬂggﬁﬁ



2310 - Identifying Information (Internal auditors must identify sufficient, reliable,
relevant, and useful information to achieve the engagement’s objectives)

2320 - Analysis and Evaluation
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Standards on Internal Audit (SIA) by Institute of Chartered
Accountants of India

SIA 1 - Planning on Internal Audit

SIA 2 - Basic principles Governing Internal Audit

SIA 3 - Documentation

SIA 4 - Reporting

SIA 5 - Sampling

SIA 6 - Analytical Procedures

SIA 7 - Quality Assurance in Internal Audit

SIA 8 - Terms of Internal Audit Engagement

SIA 9 - Communication with Management
SIA 10 - Internal Audit Evidence

SIA 11 - Consideration of Fraud in an Internal Audit

SIA 12 - Internal Control Evaluation

SIA 13 - Enterprise Risk Management

SIA 14 - Internal Audit in an Information Technology Environment

SIA 15 - Knowledge of the Entity and it's Environment

SIA 16 - Using the Work of an Expert

SIA 17 - Consideration of Laws and Regulations in an Internal Audit
SIA 18 - Related Parties
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SIA 14 - Internal Audit in an Information Technology (IT) Environment
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Relevant Audit Standards — Revised Standards (Auditing, Review and Others)

SA 300 — Planning an Audit of Financial Statements

SA 320 — Materiality in Planning and Performing an Audit

SA 500 — Audit Evidence

SA 501 — Audit Evidence — Specific Considerations for Selected Items

SA 520 — Analytical Procedures

SA 530 — Audit Sampling
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SA 300 (revised)- Planning an Audit of Financial Statements

SA 320 (revised) - Materiality in Planning and Performing an Audit
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SA 500 (revised)- Audit Evidence

SA 501 (revised) - Audit Evidence—Specific Considerations for Selected Items
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SA 520 (revised)- Analytical Procedures

SA 530 (revised)- Audit Sampling
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CASE STUDY 1: procure to Pay Cycle

Analyze the supplier master file to identify potential risk for fraud, potential duplicate
payments and other misaligned information.

28,029 Active Suppliers
18,702 in client system 1 (67%); 9,327 in client system 2 (33%)

Step 1 — Consider Inactivation Steg 2 — Review / Update

9,092 active suppliers

with No with No with No consideration . Witﬁ With Suppliers
Activity Activity in Activity in = Duplicate Missing Missing with Invalid
since the last 24 the last 18 L L Suppliers Address PAN ST
1/1/2006 months months Note: Suppliers listed in Step Information only
1 were not included in the
population of suppliers in
b 1 1
17,706 359 872 1,711 70 26 1,414
(63%) (1%) (3%) (6%) (0.2%) (0.1%) (5%)
® 63% of suppliers (17,706) had no ¢ 1,711 suppliers are identified as potential
payment activity since 1/1/2006 duplicates:

—33% are from client system 1
—67% are from client system 2

consideration: ¢ 1,510 suppliers are recommended for

—66% are from client system 1 ers
_ 34% are from client system 2 updates and/or additional data:
-62% are from client system 1

— 38% are from client system 2

e Of the suppliers for inactivation

A well-controlled VMF reduces the risk of financial leakage and fraud while increasing processing efficiency

t o L ] t L] &
s Oy | o _ Protivit]
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CASE STUDY 1: procure to Pay Cycle (Contd.)

Review various purchase order metrics to assess compliance and utilization of current

processes.

Transaction Analysis

Invoice Date
before PO Date All PO Invoices 177,409

19,516; 11%

Receipt Date
before PO Date All PO Invoices 177,409

* 10,624; 6%

Rurchase Order Analysis

Invoice Amount

greater than PO ﬁ 115,127
14,469; 13%
Full P
69,587; 60%

Partially Open POs All PQ 115,127
5,550; 5%

>
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Findings and Observations

Invoice Date before PO Date

@ Duplicate PO numbers exist in client system.
The PO number sequence used for one location in a prior year Invoice
dates were entered incorrectly

Receipt Date before PO Date

B Root cause appears to be related to professional services (labor
categories) where PO’s are not created until the work is delivered

Sum of Invoices greater than PO Amount

Additional differences can be attributed to freight charges, pricing and

quantity differences between PO and invoice, and invoices voided,
replaced or credited

Open POs

Dates were entered as the item unit price which caused POs to be
created for $X millions
General Observations

B Procedures should be implemented to ensure that POs are issued in a
timely manner

B Need approval of direct POs at the plant level to ensure that
inaccuracies in PO creation are identified immediately

B Procedures should be implemented to ensure open POs are reviewed
and closed in a timely manner

protiviti

Risk & Business Consulting.



CASE STUDY 1: procure to Pay Cycle (Contd.)

Duplicate payments are identified using a variety of analytic tools and research before
validation with the stakeholder team.

#ofTotalClaims " . #ofClaims - :
.. . TotallnitialClaim Totalldentified EstimatedRecover
PriorityGrouping FlaggedFor Amount Targetedby ClaimAmount Amount y
Review ProjectTeam
High 754 $7.373,678 41 $627.195 $286,135
ST 1,085 $10,853,659 22 $1,902,832 $841,591
Low
3,997 $81,060,768 9 $1,151,996 $282,860
TotalDuplicate
PaymentsTargets 5,836 $99,288,103 72 $3,682,023 $1,410,586

Observations

* Roughly $3.68 million in payments have been identified for further review and validation with

the stakeholder team.

e Based on our experience with our clients, we estimate that over $1.4 million will be recovered.

¢ Inreviewing the duplicate payment detail, we observed that CompanyA does not appear to
be utilizing a best-in-class invoice numbering policy, evidenced by the following:

— Invoice dates were frequently entered as invoice numbers
— Spacing within invoice numbers was inconsistent
— Special characters were included to differentiate invoice numbers
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CASE STUDY 1: procure to Pay Cycle (Contd.)

Typically, accounts payable departments use a standard weekly process to pay invoices to
reduce transaction costs, but payments are often processed days before it is necessary.

#ofEarly %of Costof Early Supplier Payments
DaysEarly Paid Total TotalSpend Capital
Invoices Invoices Lost Impact of Early

1D 5,488
1Day 5,488 2% $22,303,546 | $4,400 i

2 Days 6,455 Potential Due to
2Days 6,455 2% $25,877,792 | $10,209 . o Earent Check

ays 4 ssuance Process
3Days 6,729 2% $29,550,086 | $17,487 > s 31K Invoices (18%)
4Days 6,709 2% | $26,965,353 | $21,277 5 4 Days b,
©
5Days 6,008 2% $25,612,619 | $25,262 5 Days 556,008
6Days 5,372 2% $20,907,364 | $24,715 L. 6Days §55,372
(a)
7Days 6,423 2% $19,590,376 | $27,051 = 7 Days [#46,423
8Days 6,713 2% $22,213,259 | $35,054 # 8 Days [#6,713
9Days 6,170 2% $22,402,915 | $39,773
10D§ysotr 5,707 0% $425,;69,32 $1,8i1,02 ! : : : : : :
reater 0 20,000 40,000 60,000 80,000 100,000 120,000 140,000

Totallmpactof $640,592,63 | $2,036,27 _ i i
EarIyPa?/ment 171,857 58% > 8 # of Early Invoices Early Paid Invoices

Observations

233,973 invoices (58%) were paid prior to the negotiated payment terms

Only 18% of early payment of invoices stems from payments paid early to meet the check cutting cycle

82% of early payments were paid more than 6 days early
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CASE STUDY 1: procure to Pay Cycle - Sample observations (Contd.)

Results Delivered

*  Duplicate Purchase Orders / Unauthorized POs including Split POs

. Purchase Orders beyond Procurement limits / thresholds

*  Variation between PO rate and invoice rate

*  Duplicate payments / Split payments to evade DOA limits

*  Payment without GRN (Good receiving note)

. Invoice Amount vs Payment Dump reconciliation

*  Payment to Individual Names or Vendor not in Master List

*  Elapsed time for payment approvals by different Subjects

. Evaluate the Web cycle authorization structure and compare it with the one of the previous year
*  Approvals as per Delegation of authority

cs  ©2014Protii prot IVItI
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e

Data

\ o A ~~ Case Study

Identify data source * Central Wrehouse
S e ARl e Stock Receivable and stock Received
e Current stock level is zero indicating all stocks have been issued

¢ Transported who delivers the stock at central warehouse is resposible to
deliver the same on site

e Stock are received and issued only against approval of either of 8 warehouse
incharge

e There are total 3 different transporter working for the company

e System generates a unique transaction-id for each line of successful transaction
(stock issued/stock receivable)

¢ The current analysis of one euipment type -"AB1"
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Data Format
Data cleansing
Data integrity
Data Upload

Uncleardata
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& Data Format Text, CSV, excel, dump, access database etc

« Data Cleansing

Selaction by Usar 0300620003 g;zt:Em zg‘;" ;._::m‘::n:f:m‘
YL 0300E20004 SR Change Flsteral BOM
Humbar of transactions <elactad 140 0300E 20005 oam Dsplg,‘ Matarial 201
muchion Ted 0300E20005 ez Change Materisl Cocument
0300E20007 1803 Display Matanal Documane
0501 ICreste Makerial BOM 0300E20009 B1A Goods Withdrawal
|30z |Change Material BOI 0300E2000% 7 =3(=] Trarsfor Pasting
|303  [Display Material BON _0300E20010 MeiC Tther Goode Racepis
[MB02  (Charge Mstert 3l Docursent | 0300E20011 1e51 tAstenal Doc. List
IMBO3  |Display Mstenial Documert | (0300E20012 1259 Materal Doc. Uist
IMB1A  |Goods Withdrawal | 0300E20013 e Qutput Frocessing for Mat Documerts
IMB1B  |Transfer Posting | _0300E20014 WEGR Displ Matenal Docs by I Reason
IMBLC  |Other Goods Receipts | 0300E20015 WEST Cancel Matenal Documant
IMBS1  IMaterial Doc. List | 0300E20016 EZIN Create Puichase Ordse
MBSS  IMaterial Doc. List | 0300E20017 WEZ2n1 Change Purchase Order
IMB20  |Output Processing for Mat Documents| . 0300E20013 VEZ3 Display Purchass Ondse
IMBGR  [Displ. Material Docs by Mt Reaszon| 0300E 20013 VEZH Ovsplayy Purchass Order
[4BET  “JCancht Mstabal Dioctmany ’ 0300E20020 E2L Purchass Orders by Verdor
s [aualesidaruon ‘ 0300E20027 IWEK1 Craste Candtions (Purchasing)
(NS ‘D‘;‘l‘]‘lﬁ'm"aﬁ; T 0300E20022 IWVEKZ Changs Conditiorss (Purchaeng)
‘D'!E23ﬂ Displar Purchass Orde: 0300E20023 ) 53] Dizplay Conditions (Purchasing)
. A e Orde 030020004 102 Changa Physica Imverkory Document

IME2L  [Purchase Orders by vendor

A 0300E20023 1403 Dizplay Phy=ical iventary Document
e 0300E20025 1404 Enter nantary Cowt with Docamant
MEES | Display Conditions (Purchasing U300E2002T IA0E Change Imertery Coun
IMI02 change Phystcal Inventory Document | 0300E2002 106 Display hwentery Count
IMI03 | Display Physical Inventory Document 0300E20029 1407 Process List of Diflecences
IMID3 | Enterinventory Count 24th Documant | 0300E2003) 1420 Prnt List of Difisrances
IMIDS | Changs Inventory Count 0300E20031 21 Prnt phy=ical rmentory document
Mi0s D zplay Irvantory Count 0300E20032 1424 Physical Imventary List
M7 Process List of Differences 0300E20033 AGD Goode Movement

[M120  [Print List of Differences
IMI21 Privt phvzical inventory document
M3 |Physical Insentory List

« Data Integrity Total number of column and rows
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Data Integrity c'ﬁeck
Duplicate check
Sequencecheck
Arithmetic Operations
Reconciliation
Ageing

Trending

Total rows
imported =27
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CASE STUDY 2: Analysis using ACL (Contd.)

62

Data Integrity :heck
Duplicate check
Sequencecheck
Arithmetic Operations
Reconciliation

Ageing

Trending

© 2014 Protiviti

&

Arithmetic Operations

Sum Received

DR

e e -

43498AEEA A STESLUOD TORRASE EOSEY
«l3 »i

-t

L w——"
-
o
-

L

Sum Issued

DT

LD VIN22SR EOSEY

SRGEBARETRIGONY

v et

1. sowesm

1

687,600

688,800

Difference-12,00
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CASE STUDY 2: Analysis using ACL (Contd.)
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|2
Data Integrity check

v Sequence Check
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Norn

Data Integrity check : E !

Duplicate check
Sequencecheck
Arithmetic Operations
Reconciliation

Ageing

Trending

Creating a relationship
between tables based
on primary key

Tips

ERNGE

ANNONNA

fpgerme X0
Dats
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e

Cuartdy
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Data Integrity check

o Reconciliation

One to one knock-off reconciliation to identify missing line item transaction

Dupli heck TRAINING. ACL - ACL 9
up Icate chec Me Bt Dwia  Anslyse  Sanping  Appicatiorn Tods  Sarver  Ancdow  Heb
T 2 45 : p— — o = 3 - - -
Sequencecheck RBGEBR MY B TMEO LA YN EE WOfa?
Arithmetic Operations Project Navioyer < || wecoe 30 B e s s ) T [T ACL Yravning_v2 | v %
cre ae 1 ACL_TRAINING ACL
Reconciliation [ Ami_TRAtKinG Fi e
. [T 2 L_TrainmG % o | = e~
Ageing i - Trenina_v1 Equernent 10 Ouanite Transagion © | Transadion €|Trans 10 numes Transaction 10 {Guanity Tranapoter | Tmm Tyae | Vars
a Lal ACL_Troiwing_v2 aB1 S000  ITANBCT 1 1 TRNSCH 18000 W Issued | R
Trendlng {1l oopieate_chach. 2 AB1 BODD  ITRNSCZ : 2 RTRN3C2 iszued z
New_Script 3 BB 1200 ITRNBECS 3 3 RIANSCS issucd I
¢ g1 1800 |ITRIGCY 1 a RTANSCA Issued :
5 AB1 1200 ITRNEES 5 5 RIRNSCS issued 1
o AB1 5400 ITRMNECS o 1] RTRN3CH Izsued 2
T AB1 3200 ((TRMNEC? 7 7 RIANSCT issued 1
[} ag1 42000 ITRMNGCE 3 8 RTRNSCE 1ssued z
a LB 160000 ITRANECS ] ] RTENSCO Issued 1
0 a5 1800 ITRINGGIO 10 10 RTRNSCI0 Issued z
11 Ag1 TEOD ITANECT 1 i1 1 RTENSCI Issued 1
2 AB1 87000 |ITRMNGGIZ 1z 12 RTRNSC12 Issued z
13 AB1 5600 [ITRMECTS 13 13 [ GUE ) issued i
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CASE STUDY 2: Analysis using ACL (Contd.)

Reconciliation Outcome

Date Transaction ID |Warehouse No Equlpmentll) Trmm_fype duaniiiy Appmverlb :l'ranspurtél
2-Jan-11|ITRNSC1 1|ABL Issued 50C0|Al xyz
4-Jan-11|ITRNSC2 2(nBL lssuad 8000[A1 xyz
6-lan-11|ITRNSC3 1|ABL Issued 1200|A1 Xy
Data Integrity chéck __§-Jan-11| TRNSC4 2|AB1 Issuod 1800|A1 mpln
Duplicate check | 10-Jan-11| TRNSCS 1|aB1 Issued }200 Al mpln
Sequencecheck | 12-lan-11|ITRNSC6 2|ABL Issued 5400 Al mpin
I et e et e | 14-Jan-11| TRNSCT 1|as: issued 3200|381 mpln
I | 16-Jan-11|ITRNSC8 2|ABL Issued 42000|84 mplin
Recc_)nmllatlon | 18-Jan-11|ITRNSCY 1|aB1 iscuad 18000081 mpln
Ageing | 20-Jan-11|TRNSC10 2|aB1 Issued 1800]C2 ybe
Trending | 22-Jan-11[TRNSC11 1|aB1 lssuad 7200 K1 ybe
| 24-jan-11|ITRNSC12 2|aB1 1ssued 87000(B1 ybc
| 26-Jan-11|ITRNSC13 1|ABL Issued 5000|C1 ybc
| 28-Jan-11|ITRNSC14 2|81 Issued 8000/ D1 ybc
30-Jan-11[ITRNSC15 1|AB1 Issued 1200|H4 Xy
| 1-Feb-11|ITRNSC16 2|AB1 Issued 1800/ =4 nyz
| = L aalroae~a0 alaga . .1 =amnl o
4{ 2-Feb-11[ITRNSC17 1|AB1 Issued 1200|H4 »yz
| 7-Feb-11/ITRNSC13 1|as: issued 3200(H4 xyz
9-Feb-11|ITRNSC20 2(AB1 Issued 42000\ H4 YL
| 11-Feb-11|ITRNSC21 1|aBl Issuad 18000054 nyz
Record no (RTRNSC17) | 13-Feb-11|ITRNSC22 2|81 Issued 1500] pa nyr
missing on StOCk ng-Feb-jiil ITRNSC23 1|ABL Issued 7300 f—-‘A Xyz
. | 17-Feb-11|TRNSC24 2|281 1ssued 87000| R4 xyz
receivable database
Date Transaction | Warehouse Equipmen Trnxn_T | Quantity | Approve Transpor
ID No tiD ype riD ter
2-Feb-11 | RTRNSC17 1| AB1 Received 1200 | H4 Xyz
6 ©2014Protii protivitr
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Data Integrity cﬁeck
Duplicate check
Sequencecheck
Arithmetic Operations
Reconciliation

Ageing

Trending

Bucketing/ageing
Analysis

© 2014 Protiviti

@Additional Data analysis
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Data Integrity check
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Arithmetic Operations

Reconciliation
Ageing
Trending

2014 Protiviti

Histogram

Pie Chart

."-_"""_—‘

e O Nee v Sowis sk

bl
GRSCBA SOTEY

Poe 4 EOI ISR EQAET?

BT
W0 B

pre—egy=r 1) bape &
OOEEillllihle?l

e
R
30 S
——
gt

-

NSt

o

Tob8un|

TN s e AR e e

6$OB.\.H1I‘P7 .Lﬁ.l?ﬂlb&!..o#l7

B —-—|
s o Ilillll‘tl"‘l

] te [
IS T e 1 b i < ~ve it R TR ¢ 8 1= ]

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party.

L] L ] L]

protiviti-
Risk & Business Consulting.
Internal Audit.



Computer Assisted Auditing
Technique (CAAT)

protiviti



Benefits of CAAT

CAATs add significant value to both auditors & auditees by providing

. Flexibility — The same data sets can be used to perform a number of test
procedures

* Speed — Tests are performed using automated tools as opposed to manually

. Efficiency — Tests, once designed, documented, & performed, can be re-
performed with ease

O Coverage — Tests can be performed using entire data populations as

opposed to samples

e ‘CAAT Tools’ support both auditing and monitoring

Audit | Mansgement

e Broaden audit coverage through ‘CAAT Tools’

-~ Complement to the traditional audit strategy

- Proactive vs. Reactive auditing

- Key Opportunity to identify control breakdowns as they occur

- Reduce the audit cycle

- Set recurring testing intervals

- Mechanize data access and analysis with ACL scripts to move to a continuous
auditing approach

© 2014 Protiviti p ro t VI t 1°
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Continuous Auditing through CAAT

Financial Business Process :
Managers Owners Auditors

Provides visibility into
controls health to all
stakeholders

Present Results Presents quantified
control exceptions

/,

P Test N
Transactional Data

| -

Applies automated tests
\‘ to critical control points

=
-
-
pe]
—2
o
v
=
o
v
-
L
By

Access Data

Review 100% of
transactions across all
systems & platforms

DATA SOURCES
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Continuous AUditing through CAAT = lilustrative CAAT Areas

i Internal Audit :'

Consulting

3) Excellence

Procureto Pay
¢ Productwise / vendor wise
analysis to select key vendors
e Key products procured from
multiple vendors
Price configuration analysis
Duplicate payment analysis
Duplicate invoice booking
Debitnote Vs. invoice analysis
Sample selection for
control testing

Sales to Collection

¢ Selection of key customers and
key sales transactions to be
tested

e Tariff validation

e Credit note Vs. sales invoice
trend

e Ad-hoc collection adjustment
analysis

e Ageing analysis of Receivables

Other Areas

e Depreciation calculation

¢ |nventory ageing analysis

e Quantitative reconciliation of
inventory
Valuation of inventory
Warranty calculation

72 © 2014 Protiviti

Loss Prevention

e SKU wise shrinkage analysis
Wastage/ refuse levels analysis
Age on rack analysis
Expired Inventory analysis
Days to expiry analysis
Stock loss analysis
Brand wise spoilage analysis
Store wise spoilage analysis

Revenue Risk

POS Price List analysis

POS Discount rule analysis
Customerreturns analysis
Discount& Free goods value analysis

Supply Chain Management

Inventory ageing analysis
Delayed delivery analysis
Spoilage/ damage in transit analysis
Damage in transit analysis
Storage costs Vs. price analysis
Expired Inventory analysis

Days to expiry analysis
Warehouse stock levels analysis
Warehouse usage analysis
Comparative warehouse storage
cost analysis

Delivery capacity utilization(FTL /
HTL analysis)

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party.

FinancialStatement Analysis
e MIS preparation and analysis
e Accounting support & Data entry
e Budget Vs. Actual Variance analysis

WC Optimization
e Collection Analysis & DSO analysis
e WOC utilization analysis
e Cash flow preparation

BusinessAnalytics
e Revenue Assurance
e Predictive business analytics to
estimate churn, service levels,
margins, liquidity levels
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Data Analytics Methodology&lf)élfivery Models

Methodology for Data analytics *

‘—0 4

Scope
Assessment

Understand business
context

9

Determine client
Requirements

4

Formulate approach

and project plan

* Protiviti Data Analytics Methodology ™
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Data
Rationalization

Data Preparation
and Hypothesis
building

9

Data Transformation

A 4

Data Loading

“— a PE—

Execute
Analytics

Testing & Pilot
Analysis

9

Testing & In Depth
Analysis

4

Status update, interim

Reports & Conclusion
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Build
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¥

QualityAssurance
Review
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Report Submission &
Closure
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Internal Audit and Big Data Analytics
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Managing Big Data Through Internal Audit

Following are issues of big data that an internal audit can help mitigate:

Most companies collect large volumes of data but they don’t have comprehensive approaches for
centralizing the information. Therefore through internal auditing, big data can be managed by helping
the companies to streamline and collate the data effectively

-

1
Maintaining effective data security is increasingly recognized as a critical risk area for organizations. Loss |
of control over data security can have severe ramifications for an organization, including regulatory i
penalties, loss of reputation and damage to business operations and profitability. Auditing can help ]
organizations to secure and have control over the data collected 1

Giving access of big data to the right person and at the right time is another challenge which is faced by
many organizations. Segregation of Duties (SoD) is an important aspect that can be checked by an IA

3
1
Due to large volume, data quality remains an issue. The more data one accumulates, the harder it is to i
keep everything consistent and correct. Through internal auditing the quality of big data can be checked !

1

_______________________________________________________________________________________ J
________________________________________________________________________________________ -
Understanding and interpretation of big data remains one of the primary concerns for many 1
organizations. Hence the auditors can play an effective role to simplify the data and make it i
understandable for the organizations ]
_______________________________________________________________________________________ J

75 ©2014protui protivitr

CONFIDENTIAL: This document is for your company's internal use only It may not be copied nor distributed to any third party.

Internal Audit.



s
>

,./,4.,,//’
- ' W
ALY

= . J Wi

Q & A session

Risk & Business Consulting.

rotivit

P

internal Audit,



Thank you

Murtuza Onali Kachwala

Director

Murtuza.Kachwalal@protivitiglobal.in
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