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S • Clients include 40% of the BSE Sensex and over 50% of the Nifty 50 

companies 

• Clients in different industry segments such as Auto, Banking, Insurance, 

Investment Companies, Telco, Manufacturing, Logistics, Healthcare, 

Pharma, Hospitality, Real Estate and Construction.
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• Employee strength 1000+ across 6 offices in India

• Multi-disciplinary team comprises of CAs, MBAs, CIAs, CISAs, Engineers, 

MCAs with extensive experience and professional certifications

• A global consulting firm that helps companies solve problems in finance, technology, operations, data, analytics, 

governance, risk and internal audit.

• We serve more than 60 percent of FORTUNE 1000® and 35 percent of FORTUNE Global 500® companies. 

• With global revenue of more than $ 1.2 Billion (2019), having 85+ offices across 25+ countries and staff exceeding 6000+



TOP 10 RISKS FOR 2020
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Source: World Economic Forum, Global Risks Report 2020



IT SECURITY RISKS IN THE COVID-19 SCENARIO
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Work from home

Remote access and 

operations

Heavy online transacting

Virtualized meetings

Online collaborations

Work from 

home – use 

home internet

BYOD for 

new joiners,  

Contractors 

and 

employees

Remote 

access to lot 

of sensitive 

systems

Inadequate 

endpoint  

protection,  

secure links 

and WAF

In adequate 

risk 

assessment 

and 

monitoring

framework
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Continuity vs. security  Rapid switch 

over leaving chinks in the cyber armor….
THE NEW NORMAL 

ADAPTATIONS

• ~ 40000 + COVID-19 phishing sites, ~ 800+ COVID-19 themed 

malware, service platforms disruptions, etc.

ERP’s  and core 

application

Industrial 

control

Systems (ICS)

Cloud based 

Infra and 

Payment 

Gateways

Enterprise

Mobility and 

Mobile banking

IMPACTED

TECHNOLOGIES



Digital 

payments…

IT SECURITY – ONE OF THE TOP CHALLENGES

One IT security incident is 

enough:

• disrupt business operations

• bring loss of revenue

• damage reputation

• may result in regulatory action

• damage customer confidence

• Many more challenges & risks….
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About 75% of 

industry workforce 

may continue to work 

from outside office:

MEITY - IT secretary



PILLARS OF INFORMATION SECURITY
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• Access / information IS 

available to authorized 

resources

• Principle of Least Privilege

• Completeness and 

validated

• No unauthorised changes 

or modifications

• Information is available  

when needed

• Resilient systems

People Controls Organisation Controls Technical Controls



ILLUSTRATIVE IT SECURITY ATTACK TECHNIQUES
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VIRUS

WORM

SPAM

PHISHING

TROJAN

programs developed to perform 

malicious activity intend by attacker

similar to virus, self propagate on 

networks

unsolicited bulk message, make victims 

mailbox overflow 

email with malicious codes to steal 

personal information

software with hidden function and 

provides backdoor to attackers

Hi bob,

I need your 

help, I want 

use your 

computer  

Sure dear,

I was doing 

some bank 

transactions, 

never mind, 

please 

minimize tab 

and use 

computer  

@#$^&*(*&T^^RE

attacker

SOCIAL ENGINEERING



TYPICAL CAUSES FOR SECURITY INCIDENTS
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Increased Digitization and  mobility -

Security was holistic

Changing Threat Landscape

Insufficient discipline when      

applying controls 

Lack of Security Awareness

Security is an IT Issue!

Organizations’ Ethics and 
Culture (Resistance to change)



TECHNOLOGY & FINANCIAL STATEMENTS – INTERCONNECTED? 
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Significant Accounts in the Financial Statements

Balance 

Sheet

Income 

Statement
Notes Interviews Others

Business Process / Classes of Transactions

Process A Process B Process C

Financial Applications

Application A Application B Application C

IT Infrastructure

Database Operating System Network

General 

Controls

• Change 

Management

• Security 

Administration

• IT/Computer 

Operations

• Program 

Development

System controls

• Configurable

• Programmed

• Access related, etc.

A key objective of financial statements audit is to ensure that the financial reports / 

figures are reliable and does not represent any mis-statement…. 



CHARTERED ACCOUNTANTS HAVE AN ACTIVE ROLE IN IT SECURITY & AUDIT….

11

Source: 2019 IT Audit Benchmarking Study (Protiviti & ISACA)



CHARTERED ACCOUNTANTS 

CAN PLAY AN ACTIVE ROLE…

As a:

• Board Member – discuss cyber security 
issues at Board level….

• CEO - Ensure investments in cyber security 
are adequate…

• CFO - Embrace and Enforce Security 
policies and procedures….

• CIA - Regular assurance from internal or 
external auditors… 

• Risk Consultant - Assist in identifying cyber 
risks, develop controls…

• And many more roles

Address

“Governance 

Risk” & “Board 

Approval Risk” 

Manage

“Critical Business 

Risks” & 

“Emerging Risks”
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QUESTIONS
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Thank You !
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