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Introduction to SIA

The Council of  the Institute of  Chartered Accountants of  India at its 
240th meeting held on 5th February 2004 had constituted the Committee 
on Internal Audit (a non standing Committee of  the Institute). The main 
function of  the Committee on Internal Audit, among other things, was to 
review the existing internal audit practices in India and to develop 
Standards on Internal Audit (SIAs).

Till date 18 SIAs have been issued under the authority of  the Council. 

At present all the standards are recommendatory.



Why are SIAs introduced?

• To provide a benchmark for quality of  services during an internal 
audit.

• With the introduction of  SIAs the ICAI aims to codify the best 
practices in internal audit services.

Strategic Importance of  SIAs

As internal audit may be conducted by professionals other than CAs, 
our Institute has indeed made a strategic move by initiating the 
codification of  Standards on Internal Auditing, and thereby gain the 
advantage of  being the first professional body to give a disciplined 
structure to the Internal Audit function. This would indeed give the 
first mover’s advantage to ICAI and its members.



What is Internal Audit?

Why Internal Audit is important?

• Prevents Fraud 
• Tests Internal Control
• Monitors Compliance with Company 

Policy
• Government Regulation 

Paragraph 3.1 of  the Preface to the Standards on 
Internal Audit, issued by the Institute of  Chartered 
Accountants of  India defines internal audit as 
follows:

“Internal audit is an independent management 
function, which involves a continuous and critical 
appraisal of  the functioning of  an entity with a view 
to suggest improvements thereto and add value to 
and strengthen the overall governance mechanism 
of  the entity, including the entity’s risk management 
and internal control system”



Objectives of  Internal Audit

• To evaluate the internal control systems and integrity of  financial 
and operational information produced by these systems.

• To determine whether compliance exists in accordance with 
policies, procedures, laws and regulations.

• To determine whether assets are safeguarded and verifying the 
existence of  these assets.

• To appraise the economy and efficiency of  resource utilization.

• To review the operations and programs for consistency with 
established management goals and objectives.



Now you all know Auditing 
standards play an important 
role in performing Internal 

Audit



But, How well do you know the 
standards? 



SIA issued by ICAI

SIA 1 - Planning on Internal Audit

SIA 2 - Basic principles Governing Internal 
Audit

SIA 3 - Documentation

SIA 4 - Reporting

SIA 5 - Sampling

SIA 6 - Analytical Procedures

SIA 7 - Quality Assurance in Internal Audit

SIA 8 - Terms of Internal Audit Engagement

SIA 9 - Communication with Management

SIA 10 - Internal Audit Evidence

SIA 11 -  Consideration of  Fraud in an 
Internal Audit

SIA 12 - Internal Control Evaluation

SIA 13 - Enterprise Risk Management

SIA 14 - Internal Audit in an Information 
Technology Environment

SIA 15 - Knowledge of the Entity and it's 
Environment

SIA 16 - Using the Work of an Expert

S I A  1 7  -  C o n s i d e r a t i o n  o f  L a w s  a n d 
Regulations in an Internal Audit

SIA 18 - Related Parties



International Standards for the Professional Practice of  
Internal Auditing

 1000 – Purpose, Authority and Responsibility 
2070 – External Service Provider and Organizational 
Responsibility for Internal Auditing 

1010 - Recognition of the Definition of Internal Auditing, the 
Code of Ethics, and the Standards in the Internal Audit 
Charter

2100 – Nature of Work 

1100 - Independence and Objectivity 2110 – Governance 
1110 – Organizational Independence 2120 – Risk Management 
1111 – Direct Interaction with the Board 2130 – Control 
1120 – Individual Objectivity 2201 – Planning Considerations 
1130 – Impairment to Independence or Objectivity 2210 – Engagement Objectives 
1200 – Proficiency 2220 – Engagement Scope 
1210 – Proficiency and Due Professional Care 2230 – Engagement Resource Allocation 
1220 – Due Professional Care 2240 – Engagement Work Program 
1230 – Continuing Professional Development 2300 – Performing the Engagement 
1300 – Quality Assurance and Improvement Program 2310 – Identifying Information 
1310 – Requirements of the Quality Assurance and 
Improvement Program 

2320 – Analysis and Evaluation 

1311 – Internal Assessments 2330 – Documenting Information 
1312 - External Assessments 2340 – Engagement Supervision 
1320 – Reporting on the Quality Assurance and Improvement 
Program 

2400 – Communicating Results 

1321 – Use of “Conforms with the International Standards for 
the Professional Practice of Internal Auditing”

2410 – Criteria for Communicating 

1322 – Disclosure of Nonconformance 2420 – Quality of Communications 
2000 – Managing the Internal Audit Activity 2421 – Errors and Omissions 

2010 – Planning 
2430 – Use of “Conducted in Conformance with the 
International Standards for the Professional Practice of 
Internal Auditing” 

2020 – Communication and Approval 2431 – Engagement Disclosure of Nonconformance 
2030 – Resource Management 2440 – Disseminating Results 
2040 – Policies and Procedures 2450 – Overall Opinions 
2050 – Coordination 2500 – Monitoring Progress 
2060 – Reporting to Senior Management and the Board 2600 – Communicating the Acceptance of Risks 



SIA 1 
Planning an Internal Audit



SIA 1 –  Planning an Internal 
Audit

The basic objective of  this SIA is to establish standards and provide guidance in respect of  
planning an Internal Audit and helping in achieving the objectives of  an Internal Audit function.
The internal auditor should, in consultation with those charged with governance including the audit 
committee, develop and document a plan for each internal audit engagement to help him conduct 
the engagement in an efficient and timely manner.
Adequate planning ensures that appropriate attention is devoted to significant areas of  audit, 
potential problems are identified and that the skills and time of  the staff  are appropriately utilised.
Knowledge of  entity’s business helps to identify areas of  special focus and priorities for smooth 
running of  business. Ideally, such knowledge can be obtained from following resources:
• Past experience
• Understanding basic documents e.g. MOA, AOA, minutes of  various meetings, etc.
• Discussion with staff  and management
• Policy and Procedure’s Manual
• Visit to entity’s Plant and Accounts department
The internal auditor should, in consultation with those charged with governance including the audit 
committee, develop and document a plan for each internal audit engagement to help him conduct 
the engagement in an efficient and timely manner. He should also assess the client expectations as 
to the assurance level on different aspect of  entity’s operations and controls. 
In addition, the internal audit plan should also reflect the risk management strategy of  the entity.



Risk Management - Internal Audit Activity must evaluate the 
effectiveness of  risk management process 

Responsibilities of  Internal Audit towards Managing the Risk 

• Evaluate risk exposures relating to the organization’s governance, 
operations, and information systems.

• Evaluate the potential for the occurrence of  fraud.
• Address risk consistent with the engagement’s objectives.
• Refrain from assuming any management responsibility.

Strategic Operational Financial Compliance
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Planning – Chief  Audit Executive (CAE) must establish a risk - 
based plan to determine the priorities of  the internal audit 
activity
What all are the Responsibilities of  CAE?
• To develop a risk – based plan. 
• To study the organization’s risk management framework, if  

framework does not exist CAE uses his/her own judgment of  risk 
after considering the input of  senior management and board.

• To review and adjust the plan, as necessary, in response to changes 
in the organization’s business, risks, operations, programs, systems 
and controls.

Internal Audit Plan

Risk Assessment 
and Prioritization

Risk Event 
Identification

Interviews with 
Process Owners 
and Management

Research on 
Industry Risks 

and
Benchmarks

Business 
Operational 

Metrics

Planning

Inputs Planning Process Output

Cycle of  Internal Audit Plan 



Planning Process of  Internal 
Audit
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SIA 2 
Basic Principles Governing 

Internal Audit



SIA 2 –  Basic Principles 
Governing Internal Audit

Internal auditor should adhere to the basic principles governing an internal audit. Such basic 
principles are as under:

Internal Control (IC) and Risk Management (RM) Systems are heart and brain of  Internal Audit.
Internal Auditor should:
• Understand the IC and RM framework.
• Assess its adequacy.
• Review its adequacy periodically.
• Perform risk based audit.

Risk based Audit adopts following flow cycle:
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In Internal Audit, what is Independence and Objectivity?

Independence:
• Having freedom to  repor t  on 

c o n t r o l  w e a k n e s s  i n  t h e 
organization.

• E . g . :  I f  t h e  I n t e r n a l  A u d i t 
Department Manager is reviewing 
t h e  p ay ro l l  s ys t e m  a n d  a l s o 
auditing it on the same time this is 
where his/her Independence is 
compromised.

Objectivity:
• Being neutral  and unbiased 

while performing Audit Activity.
• E.g.: Internal Audit Staff  does 

not report a material weakness 
s ince the auditor  is  a  close 
personal friend and might get 
f ired, then the Internal Audit 
Activity is compromised and not 
being objective.



Due Professional Care, Skills & Competence

• Due professional care signifies that the internal auditor exercises 
reasonable care in carrying out the work entrusted to him in terms of  
deciding on aspects such as the extent of  work required to achieve 
the objectives of  the engagement,  relative complexity and 
materiality of  the matters subjected to internal audit, assessment of  
risk management, control and governance processes and cost 
benefit analysis.

• Due professional care, however, neither implies nor guarantees 
infallibility, nor does it require the internal auditor to travel beyond 
the scope of  his engagement.

• The internal auditor should either have or obtain such skills and 
competence, acquired through general education, technical 
knowledge obtained through study and formal courses, as are 
necessary for the purpose of  discharging his responsibilities.

• The internal auditor also has a continuing responsibility to maintain 
professional knowledge and skills at a level required to ensure that 
the client or the employer receives the advantage of  competent 
professional service based on the latest developments in the 
profession, the economy, the relevant industry and legislation.



Proficiency - Internal Auditor must have adequate knowledge, skills 
to perform their individual responsibilities

What proficiency should Internal auditor 
posses for better functioning of  Internal 
Audit?

• I n t e r n a l  A u d i t o r  s h o u l d  h a v e  a 
professional qualification, such as CIA 
( C e r t i f i e d  I n t e r n a l  A u d i t o r ) ,  C A 
( C h a r t e r e d  A c c o u n t a n t ) ,  C PA 
(Certified Public Accountant) and CISA 
( C e r t i f i e d  I n f o r m at i o n  S y s t e m s 
Auditor).

• Internal auditors must have sufficient 
knowledge to evaluate the risk of  fraud 
or have Fraud Related qualifications 
(Certified Fraud Examiner CFE).

• Internal auditors must have sufficient 
knowledge of  key risks and controls of  
all processes.



SIA 3 
Documentation



SIA 3 – Documentation
Paragraph 10 of  SIA 2, Basic Principles Governing Internal Audit, states that:
“The internal auditor should document matters, which are important in providing evidence that the audit 
was carried out in accordance with the Standards on Internal Audit and support his findings or the report 
submitted by him.”
“Internal audit documentation” means the record of  audit procedures performed, including audit planning 
as discussed in SIA 1, Planning an Internal Audit, relevant audit evidence obtained and conclusions the 
auditor reached.
Internal Audit (IA) documentation should record the internal audit charter, the internal audit plan, the 
nature, timing and extent of  audit procedures performed, and the conclusions drawn from the evidence 
obtained. If  internal audit is outsourced, the documentation should contain a copy of  the internal audit 
engagement letter, containing the Terms &Conditions of  appointment.
To ensure the reliability and effectiveness of  documentation, following requirements should be given 
adherence:
• IA documentation should be sufficiently complete and detailed for an internal auditor to obtain an overall 

understanding of  the audit.
• All the significant matters which require exercise of  judgment, together with the internal auditor’s 

conclusion thereon should be included in the IA documentation.
• The documentation prepared by the internal auditor should be such that enables an experienced internal 

auditor (or a reviewer), having no previous connection with the internal audit to understand the audit 
plan, terms of  reference, scope of  work, audit procedures, significant issues and conclusion.

• The extent of  documentation is a matter of  professional judgment since it is neither practical nor 
possible to document every observation, finding or conclusion in the IA documentation.

• The IA file should be assembled within 60 days after the signing of  the internal audit report. Assembly of  
the IA documentation file is only an administrative process and does not involve performance of  any new 
audit procedures or formulation of  new conclusions. Changes may be made to the audit documentation 
file only if  such changes are administrative in nature.



Purpose, Authority and Responsibility must be formally given in the 
Internal Audit Charter and CAE should review the Internal Audit 
Charter periodically 
What is the Internal Audit Charter?

The Internal Audit Charter 
also includes:
• Chief  Audit Executives 

relat ionship with the 
Board.

• A c c e s s  t o  r e c o r d s , 
personnel and physical 
properties relevant to 
t h e  p e r f o r m a n c e  o f  
engagement.

• Nature of  Assurance 
services that  can be 
undertaken.

• Nature of  Consulting 
services that  can be 
undertaken.

Internal Audit Charter



SIA 4 
Reporting



What is a Report?

End product of  your work Final deliverable

DifferentiatorThe only tangible outcome of  your work

Image of  your own self  and the 
Organization



SIA 4 – Reporting
Objective:
• To review and assess the analysis drawn from internal 

audit evidence obtained as the basis for his conclusion on 
the efficiency and effectiveness of  systems, processes and 
controls including items of  financial statements.

• Report should clearly express significant observations, 
suggestions/recommendations based on the policies, 
processes, risks, controls and transaction processing 
taken as a whole and management’s responses.

• To  f a c i l i t a t e  c o m m u n i c a t i o n  a n d  e n s u r e  t h a t 
recommendations presented in final report are practical 
from the point of  view of  implementation, the internal 
auditor should discuss the draft  with the ent i ty ’s 
management prior to issuing the final report.

Scope Limitation:
When there is a limitation on the scope of  internal auditor’s 
work, the internal auditor’s report should describe the 
limitation.
Restriction on Usage & Report Circulation:
The internal auditor should state in the Report that the same is 
to be used for the intended purpose only as agreed upon and 
the circulation of  the Report should be l imited to the 
recipients mentioned in the Report Distribution List.

Basic Elements in IA report

Title

Addressee

Report Distribution 
List
Period of  Coverage 
of  reportOpening / 
Introductory 
paragraph
Objective paragraph

Scope Paragraph

Executive Summary

Observations, 
Findings
Management 
Comments

Action Taken Report

Date of the Report

Place of Signature
Internal Auditor’s 
signature with 
Membership Number



How should the process look like? 

What should happen?

#n.1 The Issue here: 

#n.1 The Issue

What is lacking in this particular case? 

What were the test results?

What is the risk / conclusion of  above 
gap? 

What is the effect to Organisation?

Recommendation

#n.1 + #n.3 Management should ensure that 

/ Management should consider to…

#n.2

Management Comments

Agreed, statement about actions to be taken

Not agreed, reason why risk should be accepted

Recommendation / AcceptanceTitle

F - fundamental control weakness requiring shareholder 
disclosure 
H - high control risk, requiring immediate attention
M - medium control risk requiring timely attention
L - low risk, management should address based on 
prioritisation

NameResponsibility
Due 
dateRisk

Ref.Areas covered

Recommendation #n.



1. Issue

Background:

Observation: 

RISK (S)

ROOT CAUSE (S)

MANAGEMENT COMMENTS

• Agreed / Not agreed

Responsibility: ____________
Due Date: __________

Recommendations

H

Proces
s

People
Technolog

y
P  

ILLUSTRATIVE

Report Template



Phases in the Report Writing Process

Draft

Edit

Submission



3 C’s for Drafting Report

CONCISE
• Identify key finding(s) and prioritize.

COMPLE
TE

• Determine what types of information (and how 
much) are needed to support each key finding.

CLEAR

• Consistently apply standards for coherent 
written communication.



Drafting a ‘Finding’? (Contd.)

Criteria What should be the case?

Condition What is the current case?

Cause What is the reason for the current case?

Consequence 
(Effect) What is the impact?

Corrective 
Action
(Recommendati
on)

What should precisely be done to reach the ‘should be’ 
scenario?
• Be specific rather than being general
• These should be actionable rather than theoretical

Tip:

• Consider the ‘5’ Wives and A Husband rule while drafting the issue - 
Who, When, Why, What, Where and How



Issues are graded on a three point scale - Red, Orange and Green. Red signifies the highest risk and 

Green the lowest risk. The description and level of  management which needs to address the issues 

are given below:

Issue Grading

Resolution Timeline : X+B Weeks

Resolution Timeline : X+A Weeks

Resolution Timeline : X Weeks

 Head of Division

 Department / Section 

Managers

Objectives are mostly met but further enhancement of the control environment 

is possible. Resolution would help improve controls and avoid problems in the 

unit's operations. 

 Divisional Director/ Director

 Head of Division

 Department Managers

An important objective is not met or there is a significant weakness in controls. 

Resolution would help avoid a potentially significant negative impact on the 

unit's assets, financial information, or ability to comply with important laws, 

policies, or procedures.

 MD/ CEO

 Executive Committee

 Divisional Director/ Director

A fundamental objective is not met or there is a critical weakness in controls. 

Resolution would help avoid a potentially critical negative impact involving loss 

of material assets, reputation, critical financial information, or ability to comply 

with the most important laws, policies, or procedures.

Issue requires 

involvement of  one or 

more of

DescriptionLevel



Reports are graded on a three point scale -  Satisfactory,  Needs 

Improvement or Unsatisfactory. The description of  each grading is given 

below:

Report Grading

Satisfactory

No important control weaknesses were noted, but some needed control 

enhancements and other issues were noted that need to be addressed 

within a reasonable time frame.

Needs 

improvement

One or more important weaknesses were noted, which, if  not corrected 

promptly, could result in unacceptable levels of  risk.

Unsatisfactory

One or more critical weaknesses and/or a preponderance of  important 

issues were noted that exposes the organization to an unacceptable level of  

risk.



The report grading is assigned based on the number of  issues and the 

rating of  the issues. The matrix for the assignment of  the report grading 

is given below:

Report Grading Matrix



SIA 5 
Sampling



SIA 5 – Sampling 
Introduction:
When using either statistical or non-statistical sampling methods, the internal auditor should 
design and select an audit sample, perform audit procedures thereon and evaluate sample results 
so as to provide sufficient and appropriate audit evidence to meet the objectives of  the internal 
audit engagement unless otherwise specified by the client.
Important points to be noted:
• When designing an audit sample, internal auditor should consider specific audit objectives, the 

population from which internal auditor wishes to sample and the sample size.
• When determining the sample size, internal auditor should consider sampling risk, tolerable 

error and the expected error.
• Sample items should be selected in such a way that the sample can be expected to be 

representative of  the population. This requires that all items or sampling units in the 
population have an opportunity of  being selected.

Finally, the internal auditor should evaluate the sample results to determine whether the 
assessment of  the relevant characteristics of  the population is confirmed or whether it needs to 
be revised.
While there are a number of  selection methods, three methods commonly used are:
• Random selection and use of  CAATs
• Systematic selection
• Haphazard selection

Sample selection

Haphazard

Random 

Systematic



Sampling – Test of  Controls (TOC)
The following are some factors which the internal auditor shall considers when determining the 
sample size required for tests of  controls (TOC). These factors need to be considered together 
assuming the internal auditor does not modify the nature or timing of  TOC or otherwise modify the 
approach to substantive procedures in response to assessed risks. 

Note:
1. Other things being equal, the more the internal auditor relies on the operating effectiveness of  

controls in risk assessment, the greater is the extent of  the internal auditor’s tests of  controls, 
and hence the sample size is increased. 

2. The lower the rate of  deviation that the internal auditor is willing to accept, the larger the sample 
size needs to be.

Factors to be considered by an Internal Auditor Effect on Sample Size

An increase in  the extent  to  which the r isk  of  mater ial 
misstatement is reduced by the operating effectiveness of  
controls

Increase

An increase in the rate of  deviation from the prescribed control 
activity that the internal auditor is willing to accept 

Decrease

An increase in the rate of  deviation from the prescribed control 
activity that the internal auditor expects to find in the population 

Increase

An increase in the internal auditor’s required confidence level Increase

An increase in the number of  sampling units in the population Negligible effect



Frequency of  Control Activity and Sample Size 

The following guidance related to the frequency of  the performance of  control may be 
considered when planning the extent of  tests of  operating effectiveness of  manual controls for 
which control deviations are not expected to be found. The internal auditor may determine the 
appropriate number of  control occurrences to test based on the following minimum sample 
size for the frequency of  the control activity dependant on whether assessment has been 
made on a lower or higher risk of  failure of  the control.

Note:
Although +1 is used to indicate that the period–end control is tested, this does not mean that 
for more frequent control operations the year-end operation cannot be tested.

Factors to be considered by an Internal Auditor

Minimum Sample Size 

Risk of  Failure

Lower Higher

Annual 1 1

Quarterly (including period-end, i.e. +1) 1+1 1+1

Monthly 2 3

Weekly 5 8

Daily 15 25

Recurring manual control 25 40



SIA 6 
Analytical Procedures 



SIA 6 – Analytical Procedures 
The internal auditor should apply analytical procedures as the risk assessment procedures at 
the planning and overall review stages of  the internal audit.
“Analytical procedures” means the analysis of  significant ratios and trends, including the 
resulting investigation of  fluctuations and relationships in both financial and non-financial data 
which are inconsistent with other relevant information or which deviate significantly from 
predicted amounts.
Factors to be considered in determining the extent to which the analytical procedures should 
be used: 
• The significance of  the area being examined.
• The adequacy of  the system of  internal control.
• The availability and reliability of  financial and nonfinancial information.
• The precision with which the results of  analytical procedures can be predicted.
• The availability and comparability of  information regarding the industry in which the 

organization operates.
• The extent to which other auditing procedures provide support for audit results.
Investigating Unusual Items or Trends:
When analytical procedures identify significant fluctuations or inconsistencies, the internal 
auditor should investigate and obtain adequate explanations and appropriate corroborative 
evidence. The examination and evaluation should include inquiries of  management and the 
application of  other auditing procedures until the internal auditor is satisfied that the results or 
relationships are sufficiently explained. Unexplained results or relationships may be indicative 
of  a potential error, irregularity, or illegal act. Results or relationships that are not sufficiently 
explained should be communicated to the appropriate levels of  management. The internal 
auditor may recommend appropriate courses of  action, depending on the circumstances.



T h i s  s e r v i c e  a i m s  t o 
provide key management 
ins ights  into  custom e r 
behavior 

• Customer Behavior
• Churn Analysis
• P r o c e s s  E f f i c i e n c y 

analysis
• Balanced score card
• Segmentation Analysis
• Research Analysis

T h i s  s e r v i c e  a i m s  t o 
sup p ort  p r o t i v i t i  a u d i t 
teams across of the world, 
an indicative service list 
would be 

• Control analytics (TOE 
analysis  for  business 
cycles)

• Fraud analytics
• R e v e n u e  A s s u r a n c e 

Analytics

O u r  O f f  s h o r e  E R P 
analytics help clients in 
r i s k  m a n a g e m e n t  a n d 
m i n i n g  t h e i r  E R P  d a t a 
g i v i n g  o u t  m e a n i n g f u l 
d e c i s i o n  s u p p o r t  a n d 
invest i g a t i ve  re p ort s  , 
Indicative services include:

• SOD assessment
• Configuration analysis
• ERP control analysis
• ERP security analysis

T h i s  s e r v i c e  e n t a i l s 
analysis of accounting and 
financial statements and 
t h e i r  e l e m e n t s ,  a n 
i n d i c a t i v e  s e r v i c e  l i s t 
would involve:

• Financial Statement Ratio 
analysis.

• Debtors analysis
• Creditors analysis
• Procurement analysis
• Spend analysis
• Performance dashboards

What analytics can be done? - elaborated

Types of Data Analytics



Tools used for Data Analytics

ACL is an industry wide 
accepted tool  for Audit 
analysis. 

• Quick turn around time.
• Flexible and user friendly.
• Accepted Audit tool.

MS Access is a very handy 
tool and easily available 
(As part of MS Office) to 
analyze reasonable data in 
a structured form

• Cost Effective.
• Quick turn around time.
• Easy to use.
• Non technical.
• H e l p s  i n  c r e a t i n g 

c u s t o m i z e d  t o o l s  f o r 
clients using the ‘Forms’.

Pro Analyzer is in house 
s o l u t i o n  d e v e l o p e d  b y 
P r o t i v i t i  f o r  T e l e c o m 
industry and especially for 
R e v e n u e  A s s u r a n c e 
Function. Its advantage 
include:

• Industry specific analysis.
• End to end solution for 

client.
• Ability to manage huge 

data.

Used for complex analytics 
s o l u t i o n s .  A b i l i t y  t o 
manage large volumes of 
d a t a  i n  a  s y s t e m a t i c 
manner. 
Key advantages include:

• A n a l y s i s  o n  a  h u g e 
sample of data, hence 
providing high assurance 
to clients.

• Structured analysis.
• More business value at a 

lesser cost.
• Backend databases in 

m o s t  o f  t h e  t o p 
organizations.

Brief  summary of  some key tools that may be used more often for analytics



SIA 7 
Quality Assurance in Internal Audit 



SIA 7 – Quality Assurance in 
Internal Audit 

Objective:
A system for assuring quality in internal audit should provide reasonable assurance that the 
internal auditors comply with professional standards, regulatory and legal requirements, so that 
the reports issued by them are appropriate in the circumstances.
In order to ensure compliance with the professional standards, regulatory and legal 
requirements, and to achieve the desired objective of  the internal audit, a person within the 
organization should be entrusted with the responsibility for the quality in the internal audit, 
whether done in–house or by an external agency.
In case of  In–house internal audit or a firm carrying out internal audit, the person entrusted with 
the responsibility for the quality in internal audit should ensure that the system of  quality 
assurance includes policies and procedures addressing each of  the following elements:
• Leadership responsibilities for quality in internal audit
• Ethical requirements
• Acceptance and continuance of  client relationship and specific engagement, as may be 

applicable
• Human resources
• Engagement performance
• Monitoring
This standard also provides extensive knowledge about the internal quality reviews, external 
quality reviews and communicating the results thereof.
Frequency:  Internal Quality Review - Ongoing &   External Quality Review -  At least once in 
three years



Internal Assessments

What is an Internal Assessment?

• Ongoing monitoring of  the performance of  the 
internal audit activity.

• Periodic self-assessments or assessments by 
other persons within the organization with 
sufficient knowledge of  internal audit practices.

• Sufficient knowledge of  internal audit practices 
requires at  least an understanding of  al l 
elements of  the International Professional 
Practices Framework.

Mandatory

Non mandatory
Strongly 

recommended

IPPF 
= 

Consultant 
(Performs field 

work)

Manager
(Reviews the work 

done by 
consultant)

Partner
(Final sign off) 



External Assessment (Must be conducted at least once every three 
years by a qualified, independent team from outside the organization 
appointed by the board)

Qualified assessor team should 
have:
• The Professional practice of  

internal auditing
• The External assessment 

process 
• Relevant experience
• Independent person free of  

conflict of  interest 

Sample External Assessment Reports - 
Table of  Comment



SIA 8 
Terms of  Internal Audit 

Engagement



SIA 8 – Terms of  Internal Audit 
Engagement

Objective:
To provide guidance for the clarity on the terms of  the internal audit engagement between the 
internal auditors and auditee which is essential for inculcating professionalism and avoiding 
misunderstanding as to any aspect of  the engagement.
The internal auditor and the auditee should agree on the terms of  the engagement before 
commencement.
The terms of  the engagement should contain a statement in respect of  the scope of  the internal 
audit engagement. It should clearly delineate the broad areas of  function of  internal audit like 
evaluating internal controls, review of  business process cycle controls, risk management and 
governance.
The terms of  engagement should clearly mention that the internal auditor would not, ordinarily, 
be involved in the preparation of  the financial statements of  the auditee. It should also be made 
clear that the internal audit would not result in the expression, by the internal auditor, of  an 
opinion, or any other form of  assurance on the financial statements or any part thereof  of  the 
auditee.
The terms of  the engagement should clearly mention the responsibility of  the auditee vis-à-vis 
the internal auditor.
Ideally, terms of  engagement should clearly define the Scope, Authority, Responsibility, 
Confidentiality, Limitations, Reporting requirements, Compensation & Compliance with 
standards.
Withdrawal from the engagement:
In case the internal auditor is unable to agree to any change in the terms of  the engagement 
and/ or is not permitted to continue as per the original terms, he should withdraw from the 
engagement and should consider whether there is an obligation, contractual or otherwise, to 
report the circumstances necessitating the withdrawal to other parties.



Engagement Objectives

• Internal auditors must conduct a preliminary assessment of  the risks 
relevant to the activity under review.

• Internal auditors must consider the probability of  significant errors, 
fraud, noncompliance, and other exposures.

• Consulting engagement objectives must address governance, risk 
management, and control processes.

Engagement Scope

• The scope of  engagement must be precised and clear.
• It must include consideration of  relevant systems, records, personnel, 

and physical properties, including those under the control of  third 
parties. 



SIA 9
Communication with Management



SIA 9 – Communication with 
Management

The internal auditor while performing audit should:

• Communicate clearly the responsibilities of  the internal auditor and an overview of  the 
planned scope and timing of  the audit with the management.

• Obtain information relevant to the internal audit from the management.
• Provide timely observations arising from the internal audit that are significant and relevant to 

their responsibility as described in the scope of  the engagement to the management.
• Promote effective two-way communication between the internal auditor and the management.

Different stages of  communication and discussion should be: 
• Discussion of  draft: At the conclusion of  fieldwork, discussion draft should be submitted to 

the entity management for their review before the exit meeting.
• Exit meeting: At this meeting, the entity’s management should comment on the draft and the 

internal audit team should work to achieve consensus and reach an agreement on the internal 
audit findings.

• Formal draft: The internal auditor should then prepare a formal draft, taking into account any 
revision or modification resulting from the exit meeting and other discussions.

• Final report: The internal auditor should submit the final report to the appointing authority or 
such members of  management, as directed.

Appropriate timing for communications will vary with the circumstances of  the engagement. 
Relevant circumstances include significance and nature of  the matter, and the action expected 
to be taken by management.
Where matters required by this SIA to be communicated, are orally communicated, internal 
auditor shall document them and when and to whom they were communicated. Where matters 
have been communicated in writing, the auditor shall retain a copy of  the communication as 
part of  internal audit documentation.



Communicating Result - Internal auditor must communicate the 
result of  the engagement

• Communication must include the engagement’s objectives and scope
• Communication must be accurate, objective, clear, concise, constructive, 

complete, and timely
• CAE is responsible for reviewing and approving the final engagement 

communication before issuance and for deciding to whom and how it will 
be disseminated

• Final communication of  engagement result must contain the internal 
auditor’s opinion supported by the relevant, reliable and useful 
information

• If  Final communication contains a significant error or omission, CAE 
mu s t  c o m mu n i c at e  t o  a l l  p a r t i e s  w h o  re c e i ve d  t h e  o r i g i n a l 
communication 



Reporting - Exit Meeting

• Audit Resource complete the working files and discuss the audit observation with the audit 
reviewer. Audit reviewer conduct a desktop review and call a Exit Meeting. 

• Exit Meeting is a formal meeting with the auditees is called to conclude the audit fieldwork and 
the objectives is to discuss the following:

o Audit Observation

o Audit Recommendation

o Target Date for closure of  Recommendation

o Improvement areas not falling under the 
scope of  audit, and 

o Additional requirements, if  any.
• Sensitive matters is discussed with senior management by setting a separate Exit meeting. 

• This is very helpful to reduce the time required to get the management comments on the audit 
observation.



• Audit can be considered as completed after the implementation of  the Audit 
Recommendation issued into the Audit Report.

• Auditor should ensure the implementation within the target date agreed by the 
management. Overdue recommendation can be questioned by the Audit Committee.

• Evidences should be obtained prior to the closure of  the audit recommendation. Evidences 
can be called by the statutory auditor or at the time of  Peer Review hence should be kept as 
key working paper.

Reporting – Follow-up on Recommendations

Audit 
Number 

IO 
No. 

Responsibili
ty 

Improvement 
Opportunity 

Title 
IO Description Mgt Acceptance Grade 

Current 
Due Date 

2011.119 1 XYZ Training Policy Policy not in place Documented H 
30-Aug-

16

2011.119 2 ABC
Training 
Program 

Program is not published
Published on Monthly 
basis

L 
31-July-

16

2011.119 3 MNO
Training 
Budget 

Budget is not tracked 
regularly

Will be tracked M 
31-Mar-

17



SIA 10 
Internal Audit Evidence



SIA 10 – Internal Audit 
Evidence

Following are the general procedures used for obtaining IA 
evidence.
• Inspection consists of  examining records, documents, 

tangible assets.
• Observation consists of  witnessing a process or 

procedure being performed by others. For e.g., the 
internal auditor may observe the counting of  inventories 
by client personnel.

• Inquiry consists of  seeking appropriate information from 
knowledgeable persons inside or outside the entity. 
Confirmation consists of  the response to an inquiry to 
corroborate information contained in the accounting 
records. For e.g., the internal auditor requests 
confirmation of  receivables by direct communication 
with debtors.

• Computation consists of  checking the arithmetical 
accuracy of  source documents and accounting records 
or performing independent calculations.

• Analytical review consists of  studying significant ratios 
and trends and investigating unusual fluctuations and 
items.

Paragraph 14 of  the SIA 2, Basic Principles Governing Internal Audit (IA), states:
“The internal auditor should, based on his professional judgment, obtain sufficient appropriate 
evidence to enable him to draw reasonable conclusions therefrom on which to base his opinion or 
findings.”

Sufficiency – It refers to the quantity of  audit evidence. It is affected by the auditor’s assessment 
of  the risk of  material misstatements & also by the quality of  such audit evidence.

Appropriateness – It refers to the measure of  the quality of  such evidence i.e. its relevance and 
its reliability in providing support for the conclusions on which the auditor’s opinion is based.

Inspection

Observation

Inquiry & 
Confirmation

Computation

Analytical 
Review

General 
procedure
s used for 
obtaining 

IA 
Evidence



SIA 11
Consideration of  Fraud in an 

Internal Audit



SIA 11 - Consideration of  Fraud 
in an Internal Audit

The internal auditor should:

• Exercise due professional care, competence and diligence expected of  him
• Use his knowledge and skills to reasonably enable him to identify indicators of  frauds

Common Fraud Situations:

An internal auditor should have reasonable knowledge of  factors that might increase the risk of  
opportunities for frauds in an entity and exercise reasonable care and professional skepticism 
while carrying out internal audit.

Responsibilities of  the Internal Auditor:

The internal auditor should -
• Help the management fulfill its responsibilities relating to fraud prevention and detection.

• Understand the various aspects of  the control environment and evaluate the same as to the 
operating effectiveness.

• Specifically evaluate and assess the operating effectiveness of  the policies and procedures 
established by the management to identify and assess the risk of  frauds, including the 
possibility of  fraudulent financial reporting and misappropriation of  assets and communicate 
relevant information to the concerned persons in the entity to make timely and effective 
decisions. Also document fraud risk factors identified.

• Assess whether the controls implemented by the management to ensure that the risks 
identified are responded to as per the policy or the specific decision of  the management, as 
the case may be, are in fact working effectively and whether they are effective in prevention 
or timely detection and correction of  the frauds or breach of  internal controls.



SIA 12 
Internal Control Evaluation



SIA 12 - Internal Control 
Evaluation

The internal auditor should:

• Examine continued effectiveness of the internal control system through evaluation and make recommendations for 
improving effectiveness. Also, focus towards improving internal control structure and promoting better corporate 
governance.

• Evaluate the maturity of the entity’s internal control and also obtain an understanding of the control environment 
sufficient to assess management's attitudes, awareness and actions regarding internal controls and their importance in 
the entity and to develop the audit plan and assess risks at the entity level and activity (process) level.

• Ascertaining from the Business Controls worksheet, those risks for which no controls exist or existing controls are 
inadequate. This process is the stage of ‘controls gap’ analysis.

• Evaluate the information technology controls and should determine whether the entity uses Encryption tools, protocols, 
or similar features of software, Back-up and restore features of software applications and Virus protection software, 
Passwords that restrict user access to networks, data and applications.

• Identify and evaluate internal control weaknesses that have 
not been corrected and make recommendations to correct 
those weaknesses and also inquire from the management 
that either audit recommendations have been effectively 
implemented or that senior management has accepted the 
risk of  not implementing the recommendations. 

• The internal auditor in his report to the management, should 
provide a description of  the significant deficiency or 
material weakness in internal control; his opinion on the 
possible effect of  such weakness on the entity’s control 
environment.



SIA 13
Enterprise Risk Management



SIA 13 - Enterprise Risk Management
The role of the internal auditor is to provide assurance to management on 
effectiveness of risk management.
The Internal auditor should:
• Not manage any of the risks on behalf of the management or take risk 

management decisions.
• Review the maturity of an enterprise risk management structure by 

considering whether the framework so developed:

o Protects the enterprise against 
surprises.

o Stabilizes overall performance with 
less volatile earnings.

o Operates within established risk 
appetite.

o Protects ability of  the enterprise to 
attend to its core business.

o Creates a system to proactively 
manage risks.

o R e p o r t  o n  t h e  re s u l t s  o f  t h e 
assessment of  key risks at the 
appropriate levels

The internal audit plan should be approved by the audit committee and based on 
risk assessment. The risk assessment process should be of a continuous nature. 
It should be conducted formally at least annually, but more often in complex 
enterprises.

Establishing Context

Identify the Risks

Analyze / Quantify 
Risks

Integrate the Risks

Prioritize the risks

Treat/Exploit the Risks

Monitor & Review

Process of  ERM



SIA 14
Internal Audit in an Information 

Technology Environment



SIA 14 - Internal Audit in an 
Information Technology 

EnvironmentThe internal auditor should:

• Consider the effect of an IT environment on the internal audit engagement, the flow of authorized, correct and complete data to 
the processing center, the processing, analysis and reporting tasks and the impact of computer-based accounting system on the 
audit trail.

• Have sufficient knowledge of the information technology systems to plan, direct, supervise, control and review the work 
performed. Consider whether any specialized IT skills are needed in the conduct of the audit.

• Obtain an understanding of the systems, processes, control environment, risk-response activities and internal control systems 
sufficient to plan the internal audit.

• Ensure that authorized, correct and complete data is made available and provide for timely detection and correction of errors; 
accuracy and completeness of output; provide adequate data security; prevent unauthorized amendments; provide for safe 
custody of source code of application software and data files.

• Review the effectiveness and safeguarding of IT resources, including – people, applications, facilities and data.

• Review the robustness of the IT environment and consider any weakness or deficiency in the design and operation of any IT 
control within the entity:

o System Audit Reports.
o Reports of  system breaches, unsuccessful login attempts, 

passwords compromised and other exception.
o Reports of  network failures, virus attacks and threats to 

perimeter security.
o General controls like segregation of  duties, physical access 

records, logical access controls.
o Application controls like input, output, processing and run-to- 

run controls.
o Excerpts from the IT policy of  the entity relating to business 

continuity planning, crisis management and disaster recovery 
procedures.



Our insights in IT operations across globe suggests consistent need for “IT Audit Assurance Services” from 
companies large and small.  The reviews, which are influenced by recent trends in technology, deliver valuable 
insights into key IT risk areas and are directly linked to the objectives of the organization and have actionable findings 
to improve controls and business processes. Protiviti has the specialized array of skills, knowledge and experience 
for successful delivery of these critical reviews:

IT Risk Assessment and Planning

• IT Risk Assessment- Risk Register, Rating and 
Prioritization

• Integrated Risk assessments

IT SOX/ Internal Controls Over Financial Reporting

• Walkthrough of IT processes

• D e s i g n  a n d  T e s t  O p e r a t i n g  E f f e c t i v e n e s s 
assessment

• Document and remediate control gaps
IT General Controls

• IT Policy and Procedures

• Application Security

• Change Management

• Logical and Physical Access Controls

• Back-Up and Recovery Controls

T e c h n o l o g y  I n f r a s t r u c t u r e ,  C o m p o n e n t s  a n d 
Configuration

• Technology Architecture

• Operating System and Database

• IT Network Infrastructure

Application and Automated Controls

• Input, Processing and output controls

• Automated Business Process Control reviews

• Review of Critical Business Applications and 
ERPs

• Segregation of Duties reviews
IT Processes and Operations

• Review of IT Processes and Operations

• Data Center and NOC reviews

• IT Service Management
Information Security and Data Management

• Information Security Policy and Procedure 
reviews

• Database Security/ Data Privacy reviews

Business Continuity Management and Testing

• Business Continuity Management

• Crisis Management

• Disaster Recovery Planning

Information Technology 
Assurance



SIA 15 
Knowledge of  the Entity and 

it’s Environment



SIA 15 - Knowledge of  the Entity and it’s Environment

The internal auditor should:
• Obtain knowledge of  the economy, the entity’s business and its operating environment, 

including its regulatory environment and the industry in which it operates, sufficient to 
enable him to review the key risks and entity-wide processes, systems, procedures and 
controls. 

• Prior to accepting an engagement he should obtain a preliminary knowledge of  the 
industry.

• Follow the acceptance of  the engagement, further and more detailed information should be 
obtained.

• In case of  continuing engagements, he should update and re-evaluate information gathered 
previously.

• Relevant industry factors include industry conditions such as the competitive environment, 
supplier and customer relationships, and technological developments.

• Consider how this knowledge is acquired, affects his review of  the internal controls and 
systems taken as a whole and whether his overall entity-wide assessment of  systems, 
procedures, controls and risk management principles are consistent with his knowledge of  
the entity’s business.

• The information and knowledge obtained by the internal auditor on the entity and its 
environment should be adequately documented in the engagement working papers.



SIA 16 
Using the Work of  an Expert



SIA 16 - Using the Work of  an Expert

The internal auditor should:

• Obtain technical advice and assistance from competent experts if  the internal audit team 
does not possess the necessary knowledge, skills, expertise or experience needed to 
perform all or part of  the internal audit engagement.

• When the internal auditor uses the work of  an expert, he should satisfy himself  about the 
competence, objectivity and the independence of  such expert.

• When determining whether to use the work of  an expert or not, the internal auditor should 
consider:

o The materiality of  the item being examined.
o The nature and complexity of  the item 

including the risk of  error therein.
o The other internal audit evidence available 

with respect to the item.
• He should satisfy himself  as to the expert’s skills and competence by considering:

o The expert’s professional qualifications or 
membership.

o The reputation of  the expert in the relevant 
discipline.

o The knowledge and specific experience of  
the expert.

• Satisfy himself  that the expert has no personal, financial or organizational interests that will 
prevent him from rendering unbiased and impartial judgments and opinion.

• Gain knowledge regarding the terms of  the expert's engagement, the objectives and scope 
of  the work, a general outline as to the specific items, access to records, personnel and 
physical properties, the ownership and custody of  engagement documentation, the 
confidentiality of  the expert's work, expert’s relationship with the auditee, confidentiality of  
the auditee’s information used by the expert.

• Should seek reasonable assurance that the expert's work constitutes appropriate evidence 
in support of  the overall conclusions formed during the internal audit engagement.



SIA 17 
Consideration of  Laws and 

Regulations in an Internal Audit 



SIA 17 - Consideration of  Laws and Regulations in an Internal 

Audit 

The objectives of  the internal auditor are:

• To obtain sufficient appropriate audit evidence regarding compliance with the provisions 
of  those laws and regulations generally recognized to have a direct effect on the 
determination of  material amounts and disclosures in the financial statements.

• To perform specified audit procedures to help identify instances of  non-compliance with 
other laws and regulations that may have a significant impact on the functioning of  the 
entity.

The internal auditor shall remain alert to the possibility that other audit procedures applied 
may bring instances of  non- compliance or suspected non-compliance with laws and 
regulations to the internal auditor’s attention, for example:

o Inquiring of  the entity’s management.
o Performing substantive tests of  details of  classes of  transactions.

• The internal auditor shall request management and, where appropriate, those charged with 
governance to provide written representations that all known instances of  non-compliance 
or suspected non-compliance with laws and regulations. Written representations provide 
necessary audit evidence about management’s knowledge of  identified or suspected non-
compliance with laws and regulations.

• The internal auditor may consider whether, unless prohibited by law or regulation, 
withdrawal from the engagement is necessary when management or those charged with 
governance do not take the remedial action that the internal auditor considers appropriate 
in the circumstances. 

• In the internal auditor’s judgment, the non-compliance referred to in paragraph 41 is 
believed to be intentional and material, the internal auditor shall communicate the matter to 
those charged with governance as soon as practicable.



SIA 18 
Related Parties



SIA 18 - Related Parties
The purpose of  this SIA is to establish standard and provide guidance on the procedures to be 
followed by the internal auditor in ensuring that related party activities of  the entity are properly 
captured through internal controls.

• The internal auditor shall gather the following information pertaining to related party 
relationships and transactions:
o The identity of  the entity’s related parties including changes from the prior period; The 

nature of  the relationships between the entity and these related parties.
o Whether the entity has entered into any transaction with these related parties during 

the period and, if  so, the nature and extent, and the purpose of  the transaction.
o Document the names of  the identified related parties and the nature of  the related 

party relationships.
o Communicate with those charged with governance, or relevant committee thereof, such 

as, audit committee, any significant matters arising during the internal audit in 
connection with related parties.

• With regard to signif icant related party 
transact ions outs ide normal  course of  
business, the internal auditor should inspect 
underlying contracts or agreements, if  any, 
and evaluate whether:
o Rationale suggests possible fraudulent financial reporting or concealment of  

misappropriated assets.
o Terms are consistent with management‘s explanations.
o Transactions are accounted for and disclosed in accordance with the generally 

accepted accounting principles.
o Ensure transactions have been appropriately authorized and approved.

• The internal auditor should obtain sufficient appropriate audit evidence about management’s 
assertion that a related party transaction was conducted on terms equivalent to those 
prevailing in an arm’s length transaction.



Q&A Time!


