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STANDARDS ON INTERNAL AUDIT

. . . Standard on SIA SIA Name Status
Jo s o ety s best pracies Key Concept 110 Nature of Assurance Addifion
120 Internal Control Addition
Tc?r%%'eAngri;r’r 210 Managing the Internal Audit Function Addition
2. Apply to all types of Internal Conducting overall Internal Audit Planning Addition
Auditing activities Objective of Internal Audit Addition
240 Using the work of an Expert Modification
ggggg\cs:;ig}‘)%nem 310 Planning the Internal Audit Assignment Modification
320 Internal Audit Evidence Modification
3. “Internal audit is an 330 Internal Audit Documentation Modification
independent management 350 Review & Supervision of Audit Assignment Addition
function, which involves a 360 Communication with Management Modification
continuous and critical appraisal 3/0 | Reporting Resulis . . . el ot
of the functioning of an entity 390 Monitoring and reporting of Prior Audit Issue Addition

with a view to suggest g’r

improvements thereto and add
value to and strengthen the
overall governance mechanism
of the entity, including the
entity’s strategic risk
management and internal
control system”.
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KEY PLANNING
CONSIDERATIONS

Significant changes in business environment
Significant changes in IT environment

Review of movements in internal controls/ risks/
financials

Overall frends in financials, emerging issues that
could impact the entity and regulatory changes

Annual exchange of views with external
auditors, IFC team, IT auditors, etc

Annual fraud risk assessment

Team & individual members conform to Code of
Ethics and Standards

Impact of C-19 on audit strategy (on-site/off-site)
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CQ25a(Q30): How frequently do you update the audit plan?

.- 36%
Multiple times per year

B Multiple times per year
Every year

B Every two years

B More than every two years

No audit plan

(Source: A Global Summary of the Common Body
of Knowledge 2006, The I1A Research Foundation.

Reprinted with permission.)

Figure 1. Frequency of audit plan updates




Requirements under Companies Act, 2013

bk
The Audit Committee of the company or the Board

shall, in consultation with the Internal Auditor,

formulate the scope, functioning, periodicity, and
79

methodology for conducting the internal audit.

SIA 220 - CONDUCTING OVERALL
INTERNAL AUDIT PLANNING

Aligns Entity Knowledge Audit Resources in
Objectives & of Client |IA Charter . areas of
. : Universe L
Risks business priority




SIA 220

—

. Requirement: The planning exercise shall follow a laid down

rocess, the outcome of which shall be a written document
Objective: The objectives of an Overall Internal Audit £

2. Internal audit plan shall be reviewed and approved by the
Ensure that the planned internal audits are in line with the Jaltp view pprov Y

objectives of the internal audit function, as per the highest governing body responsible for internal audiits.
internal audit charter and in line with the overall 3

L L A discussion with management and other stakeholders shall be
objectives of the organization;

undertaken to understand the intricacies of each auditable

Align the organization’s risk assessment with the unit subject to audit.
effectiveness of the risk mitigation implemented; . _

4.  An Audit Universe shall be prepared prior to establishing the
Confirm the broad scope, methodology and depth of scope of the overall internal audit plan.
coverage of the internal audit work; _

5. Arrisk-based planning exercise shall form the basis of the
Ensure that overall resources are adequate, skilled and overall internal audit plan.

deployed with focus in areas of importance. : . , _
6. The Audit Universe and the overall internal audit plan shall be

continuously monitored during the execution phase.



Establishing the Audit

. Universe
ﬁ]te)tg:.urllirr‘\geslinow'edge of Establishing the Objectives
of the Engagement

1. Previous experience

2. Legislation and

regulations
Scope: This SIA deals with the Internal Auditor’s
responsibility to prepare the Overall Internal Audit
Plan, also referred to as the Annual Internal Audit Review of the risks and
(Engagement) Plan. Where only part of the controls associated with
internal audit activity is outsourced, this SIA shall Discussion with Those the activities forming
apply to the extent the Internal Auditor needs to Charged with Governance subject matter of the
plan the activities of the outsourced part of the internal audit
engagement only, as defined in their terms of engagement.

engagement, which shall also clarify the extent of
the planning responsibilities.



SIA 220

Technology Deployment): A key element of
the overall internal audit planning exercise
involves understanding the extent to which:
(a) the entity has deployed information
technology (IT) in its business, operations and
transaction processing, and

(b) the auditor needs to deploy IT tools, data
mining and analytic procedures, and the
expertise required for conducting the audit
activities and testing procedures.

This helps to design and plan the audit more
efficiently and effectively.

Establishing the Scope of the
Engagement

1. The scope of the
engagement should be
sufficient in coverage

4. The scope should be
documented comprehensively

5. System based audit tools
should be clearly understood

Deciding the Resource
Allocation

Preparation of Audit
Programme

5. Any changes or proposed

changes to the governance

structure of the entity 5. Consistent with the
6. Composition of the organization's goals
engagement team in terms of

skills & experience



Understand

the Business

Define IT
Universe

Identify the
organization's strategies
& business objectives
Understand the

high risk profile for

the organization
Identify how the
organization structures
their business operations
Understand the IT
service support model

Dissect the business
fundamentals

Identify significant
applications that support
the business operations
Identify critical
infrastructure for the
significant applications
Understand the role of
supporting technologies
Identify major projects
and initiatives
Determine realistic
audit subjects

Perform

Risk Assessment

Develop processes
to identify risks
Assess risk and rank
audit subjects using
IT risk Factors
Assess risk and

rank subjects using
business risk factors

Formalize

Audit Plan

Select audit subjects
and bundle into distinct
audit engagements
Determine audit cycle
and frequency

Add appropriate
engagements based on
management regquests
or opportunities

for consulting

Validate the plan with
business management

Figure 2. The IT audit plan process

PLANNING — ILLUSTRATIVE (TECHNOLOGY THEME)

SOURCE : lIA PUBLIC WEB SOURCES




Consequence
Definition

A

Insignificant

The event is of
Low conseguence

B

Minor

The esent maoy
threaten a part of

RISK GRADING MATRIX

Fimancial

Reputation

Risk Factors

Business Oper-
ations

Waork Health
Safety Environ-
ment

Project Man-
agement

Likelihood
Definition

|

Rare

The event is only
expected to coour
in exceptional
circumstances

2
Unlikely
The event is not

CAPTURING UNIVERSE

THE VALUE CHAIN OF THE BUSINESS ACTIVITIES

=

BUSINESS PROCESSES

OPERATING PROCESSES SUPPORT PROCESSES PROJECTS PROCESSES
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Figure 3. Understanding the IT environment in a business context

SOURCE : IIA PUBLIC WEB SOURCES




PLANNING -
LLUSTRATIVE
(TECHNOLOGY
THEME

SOURCE : IIA PUBLIC WEB SOURCES

ERP Application & General Controls 3 3 2 3 3 3 2 3 2 3 2 3 42 | H
Treasury EFT Systems 3 3 3 3 3 3 2 2 3 2 2 2 41 | H
HR/Payroll Application 3 3 3 2 3 3 Z 2 2 3 ; 3 40| H
Employee Benefits Apps |OQutsourced) 2 3 2 2 3 3 3 2 2 3 3 3 40| H
IT Infrastructure 2 2 3 2 3 3 3 3 3 2 2 2 3 | H
Process Control Systems l l 2 2 2 2 2 2 l l l l 15| L
Database Administration and Security 2 2 z z Z Z 3 3 z z 2 1 T M
UNIX Administration and Security 2 2 2 3 2 2 3 l l l 3 2 4 M
Corp. Privacy Compliance 2 2 3 ) 3 3 2 l 2 2 3 3 4| M
Windows Server Admin and Security 2 2 1 ) ) 2 2 3 3 2 2 2 I | M
Environment Reporting Systems 2 2 3 2 2 2 2 3 1 1 3 1 4 M
SOX Sustainability Review 2 2 ) ) ) 2 1 1 2 2 1 2 7| L
Network Administration and Security 2 2 1 1 1 2 2 1 2 2 2 2 17| L
ITIL Deployment Practices 1 1 1 3 2 1 3 1 1 3 3 3 I M
IT Governance Practices l I 2 2 1 1 3 1 1 1 1 2 12| L
Remote Connectivity 1 1 1 2 2 1 1 1 1 2 2 2 12| L
Application Program Change Control 2 3 1 3 1 1 1 1 1 3 1 2 16 | L

Lowest possible score &
Highest possible score 54
Mid point 30

L = Likelihood
| = Impact

Table 3. Example of an IT risk-ranking score model




This Standard on Internal Audit (SIA) 310 covers the “Planning the
Internal Audit Assignment” for a particular part of the entity.
Standard on Internal Audit (SIA) 220, covers the “Conducting
Overall Internal Audit Planning” of the entity.

SIA 310 - PLANNING THE INTERNAL AUDIT
ASSIGNMENT

Aligns Ensure Carry out . Resources in
Stakeholder coverage of procedure Audit areas of
expectations Scope & efficiently & Universe

Procedures effectively priority




SCOPING CRITERIA
Audit Criteria

Terms of reference - Criteria are the measure used to gauge whether the audit objectives
are achieved. Examples of audit criteria may be:

« Defined scope document

- Laws, regulations, policies and contracts.
- Standards.

-« Procedures.

The terms of reference is a brief
document that outlines

information about the audit
including the audit objectives,

criteria and scope. - International literature, for example standards and good practice
guides.

- Technical publications.
« Administration instructions.

The audit sponsor should be given
an opportunity to provide input to
development of the terms of

reference « Guidelines.

: : + Plans.
This assures appropriate coverage of

the risks and issues associated with
the audit topic.

« Reports.
- Benchmarking.
- Expert advice.



SIA 310



Planning Process Chart

SIA 310

* Responsibility — CAE / Partner

 Flexibility for change during audit




UNDERSTANDING AUDIT DATA UNIVERSE - DATA ANALYSIS PERSPECTIVE

Key data Analysis Pointers to extract outliners with
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Engagement Risk Level Cycle Audit Days Allocated

Penetrarion Test Coordination * 0 40
Procurement Application Follow-up * Q 20
ERP Application & General Controls H 1 100
Facility 3: HR/Payroll Application H Z 30
Employee Benefits Apps (Outsource) H 3 100 P LA N N | N G .
Facility 3: IT Infrastructure H i 90

UNIX Administration and Security M/H 1 90 | L I_ U ST R ATl v E
Corp. Privacy Compliance M/H 3 40 (T E C H N O LO G Y

Windows Server Administration and Security M 3 Q0

Facility 1: IT Infrastructure M 3 90 TH EM E)
Facility 1: Process Control Systems M 3 Q0

Environment Reporting Systems M 3 30

Major Capital Investment Projects M 3 30

Sarbanes-Oxley Sustainability M/[* 3 120

ITIL Deployment Practices Lf* 4 40

Total 1000

* Management Request

Table 11. The audit plan

16
SOURCE : IIA PUBLIC WEB SOURCES




PREPARE YOUR INTERNAL
AUDIT PLAN CAREFULLY !l

“Rowing harder doesn’t help if the
boat is headed in the wrong
direction ”

- Kenichi Ohmae



“BY FAILING TO PREPARE,

CONTEMPORARY AUDIT PLANNING LANDSCAPE (SRl el

— Benjamin Franklin

1. Businessis evolving every day InEiel AUEes (Casiess: -

° 1-year rigid |A plan
° 2- year master |A plan

2. Technology is changing every hour o Risk assessed 1-year plan with flexibility to add/ sub-tract
depending on next quarter likely business developments

° Planned thematic or subject matter 3—4-day audit missions
3. Consumer choices & preferences are .
changing every minute

Snap thematic or subject matter audit missions

° Rolling periodical confirmations on inventory, cash, etc

° Fraud risk assessments and testing
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AUDIT PLAN ENSURES j
SUCCESS, f T IWA -
COMPLIANCE & Vi
CREDIBILITY ! 46
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Questions?e

HUZEIFA.UNWALA@JHSASSOCIATES.IN

Thank you !l

Disclosure: -Views expressed are personal and with the spirit of sharing knowledge it
should not be construed as professional advice.



