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Protect Document
Control what types of changes peopl

Inspect Document
Before publishing this file, be aware ti
Document properties, author's

Content that people with disabil

Manage Document

There are no unsaved changes.

Encrypt Document ?

Encrypt the contents of this file
Password:

Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a list of passwords and
their corresponding document names in a safe place.
(Remember that passwords are case-sensitive.)
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; Wireshark

£ *Wi-Fi - X
File  Edit View Go  Capture Analyze  Statistics  Telephony  Wireless  Tools  Help
w4 e RGO QewEFTsZ[ElaaaqfF
(L )+
Packet details v Narrow & Wide ~ | [] Case sensitive String > ‘tesllB || Find | Cancel
No. Time Source Destination Protocol Length Info A
122.. 275.428565 162.251.85.205 192.168.43.126 HTTP 816 HTTP/1.1 200 OK (application/javascript)
122.. 275.477033 162.251.85.205 192.168.43.126 HTTP 587 HTTP/1.1 200 OK (application/javascript)
122.. 275.498192 162.251.85.205 192.168.43.126 HTTP 922 HTTP/1.1 200 OK (application/javascript)
122.. 275.556125 162.251.85.285 192.168.43.126 HTTP 1229 HTTP/1.1 200 OK (application/javascript)
122.. 275.643746 162.251.85.285 192.168.43.126 HTTP/... 386 HTTP/1.1 280 OK
122.. 275.757511 192.168.43.126 162.251.85.205 HTTP 545 GET /wp-includes/js/zxcvbn.min.js HTTP/1.1
123.. 278.777391 162.251.85.205 192.168.43.126 HTTP 18@ HTTP/1.1 200 OK (application/javascript)
jr 123.. 290.704793 192.168.43.126 162.251.85.205 HTTP 1048 POST /wp-login.php HTTP/1.1 (application/x-www-form-urlencoded)
123. 291.9]5755 1A2.251_R5.705 192 .1A6R.43.126 HTTP 1244 HTTP/1.1 208 OK (text/html) v
[Full request URI: http://www.tahachatriwala.in/wp-login.php] A
[HTTP request 1/1]
[Response in frame: 12322@]
File Data: 233 bytes
v HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "log" = "sohrab"
Key: log
Value: sohrab
v Form item: "pwd" = "testl123"
Key: pwd v
0318 74 65 73 74 5f 63 6f 6f 6b 69 65 3d 57 5@ 2b 43  test_coo kie=WP+C ~
9320 6f 6f 6b 69 65 2b 63 68 65 63 6b ©d @a 0d @a 6¢c  ookie+ch eck----1
8330 6f 67 3d 26 70 77 64 3d 74 65  ogligldpwd=te
©346 73 74 31 32 33 26 61 69 6f 77 76 73 2d 63 61 76  st1238ai owps-cap
©356 74 63 68 61 2d 73 74 72 69 6e 67 2d 69 6e 66 6f tcha-str ing-info
9366 3d 71 78 6¢c 77 76 62 6a 62 35 79 26 61 69 6f 77  =gqxlwvbj bSy&aiow
©370 7@ 73 2d 63 61 7@ 74 63 68 61 2d 74 65 6d 7@ 2d  ps-captc ha-temp-
0382 73 74 72 69 6e 67 3d 31 35 38 39 39 37 35 37 38 string=1 58997570 9
@ 7 Bytes 819-624: Value (urlencoded-form value) || Packets: 123893 - Displayed: 83 (0.1%) || Profile: Default
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%% S-Tools - Revealed Archive = X
File Window Help

L3 o |[@] =

Action State Progress

["." Revealed Archi... .| &

Revealed files:

Name Size
Abc.txt 5

facebook.com/GPeopleGThoughts
Join Great People, Great Thoughts on Facebook

ICAI-IT Security; Sohrab V & Asif R




File Vault (Macintosh PCs)

® < HH Security & Privacy Q Search

General W Firewall  Privacy

FileVault secures the data on your disk by Turn On FileVault...

Yy _- encrypting its contents automatically.
ﬂ WARNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

A

Eﬁ Click the lock to prevent further changes. Advanced... ?
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https://support.apple.com/en-in/HT204837

Veracrypt

* https://www.veractrypt.fr/en/Downloads.html

* https://www.veracrypt.fr/en/Beginner%27s%20Tutorial. html
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https://www.veracrypt.fr/en/Downloads.html
https://www.veracrypt.fr/en/Beginner%27s%20Tutorial.html

Bitlocker

* https://www.microsoft.com/en-in/download/details.aspx?id=7806
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https://www.microsoft.com/en-in/download/details.aspx?id=7806

AxCrypt

* https://www.axcrypt.net/download/

* https://www.axcrypt.net/information/get-started/
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https://www.axcrypt.net/download/
https://www.axcrypt.net/information/get-started/

LastPass mobile app
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LastPass Password
Manager

LogMeln, Inc.

In-app purchases

sax & 5Ms
169K reviews 11 MB Rated for 3+ ©® Downloac

Install

About this app 2>

#1 Password Manager & Secure Vault! Store
passwords and manage your identity.




Online data saving tools examples:

* Dropbox

- * (Gdrive

One-Drive

* Amazon drive
* Apple icloud

* Server space (cheaper)
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Mobile security:

Reference:

http://www.tahachatriwala.in/prevent-smartphone-getting-hacked/
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http://www.tahachatriwala.in/prevent-smartphone-getting-hacked/
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;:\] Piriform Recuva

e 64-bit

B RAM, Intel UHD

£ Windows (C:) Scan | = | |4 Filename or path ~ Options...
Filename Path Last | Preview Info  Header
No file selected
< >
Recover...
Online Help Check for updates...



https://www.ccleaner.com/recuva/download

File Shredder v2.5

ICAI-IT Security; Sohrab V & Asif R




ICAI-IT Security; Sohrab V & Asif R

-

% Empty Recydle Bin
Pin to Start

@ Scan for deleted files
E Bitdefender

> E File Shredder

Create shortcut

Rename

Properties




