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Different Kinds of AuditsDifferent Kinds of Audits

Participative audit in software development(SDLC 
audit)

Software product audit
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Quality audit (Capability Maturity Model/ISO)

Information Systems Audit 



What is an Information Systems Audit ?What is an Information Systems Audit ?

IS audit focuses on the computer-based aspects of 

an organization's information system.This includes 

assessing proper implementation,operation & 

control of  computer resources.
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control of  computer resources.



Need for Information Systems AuditingNeed for Information Systems Auditing
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ORGANISATION

Control & Audit of Computer based Information Systems



Objectives of Information Systems AuditObjectives of Information Systems Audit
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Scope of IS AuditScope of IS Audit

•All  computerized departments

•Collection & evaluation of information /evidence to determine 

whether  Information Systems fulfill objectives.

• Process for planning & organization of IS activity
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• Process for monitoring of IS activity

• Management of IS staff



Benefits of IS AuditBenefits of IS Audit

• IS Audit acts like a preventive tool for identification of risks

• Regular conduct of IS audit would deter people/employees/users 

from indulging in manipulation of data,fraud etc

• Security features & controls in a computerized Information System 

could be assessed & improved

• IS audit can verify whether there exists appropriate security 
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• IS audit can verify whether there exists appropriate security 

infrastructure in the organization for safeguarding the Information

Systems 

• IS audit assesses the health of Information Systems in an 

organization

• Adherence to various Government laws,statutes,circulars.



R.B.I.DirectivesR.B.I.Directives

•R.B.I. has issued a circular no.POT/P.C.B.30/09/.96.00/2001-02 

dt.12.2.2002 to all Primary(Urban)Co-operative banks & latest circular

•RBI/2013-14/638 UBD.BPD.Cir.No. 71/12.09.000/2013-14 June 11, 2014

Its main points are:

•Circular is applicable to all urban co-operative banks which

have fully/partially computerized their operations
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have fully/partially computerized their operations

•IS audit policy 

•Conducting IS audit on annual basis covering all the critically important 

branches (in terms of nature and volume of business)

•Undertaken preferably prior to the statutory audit so that IS audit reports 

are available to the statutory auditors

implemented during the current accounting year i.e April 1, 2014 to March 

31, 2015.



R.B.I.Directives(contd)R.B.I.Directives(contd)

•Creation of EDP cell  in case of banks having independent 

Inspection & Audit department. This cell would function as a

part of Audit & Inspection department.

•Formation of group of persons who can perform 
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•Formation of group of persons who can perform 

IS audit when required, in case there is no separate 

Inspection & Audit department

•As per the circular, fully / partially computerized Urban Banks

required to comply certain norms



Types of IS Audits/ServicesTypes of IS Audits/Services

•IS Audits/Services can be performed as  follows :

A)  I.S. Operational Risk Management Services:

1.Environmental & Procedural Audit for IT operations of 

computerized Branches.

2. Conversion Audit
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2. Conversion Audit

3.  ATM Audit

B)  I.S. Process Support Services:

1.Trainings 2. Manuals 3.Technical Documentation



Types of IS Audits/Services (contd)Types of IS Audits/Services (contd)

C)  I.S. Audit Services:

1.Audit of Application Software

2.Functionality Testing

3.Logical Access Evaluation

4.Evaluation of User Interfaces
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4.Evaluation of User Interfaces

D)  IT Strategic Services

1.Consultancy & other services

2.IS Security Policies

3.I.T.Risk Assessment 

4.I.T.Plans & their evaluation



Types of IS Audits/Services (contd)Types of IS Audits/Services (contd)

E ) Web related Services:

1.Penetration testing of Web solutions

2.web Site evaluations

3.Evaluation of Content Management

4.Firewall management

5.Performance Assessment.
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5.Performance Assessment.

F) Network related Services:

1.Detailed review of network management

2.Performance Assessment

3.Server configuration including Security Management

4.Router/Switch Access control list

5.Network Monitoring



A) Branch Level Implementation AuditA) Branch Level Implementation Audit

Environmental Aspects
Organizational Facts
Personnel And Training 
Matters
Systems Security 
Characteristics
Configuration 

Checking Methods Of 
Branch
Data Consistency Checks
Controls over Income 
Seepage
Physical Access
Logical Access
Connectivity Issues
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Configuration 
Management
Branch Parameter 
Verification & Controls
Disaster Management / 
Continuity Of Operations

Connectivity Issues
ATM operations
Availability & Adherence of 
IT Procedural Guidelines
Aspects Pertaining To 
Central Office



B) Software Evaluation of Banking PackageB) Software Evaluation of Banking Package

1  Adequacy

� A  Software

Functional Coverage

Input Sufficiency
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Reports Available

Output Formats

Work-flow of transaction



B  Operations ManualB  Operations Manual

• Comprehensive Coverage

• Full Description of each menu/option

• Ease of Reading / Understanding
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• Ease of Reading / Understanding

• Release Notes



2  Testing the Present Functionality2  Testing the Present Functionality

A  Basic Accounting Aspects

General  Ledger Account
Income & Expenses Account
Arithmetical Accuracy
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Arithmetical Accuracy
Contra Entries
Turn of the Year



B  Banking / Functional AspectsB  Banking / Functional Aspects

Varity of Account Types

Varity of Transaction

Clearing

Remittance

Bills
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Bills

Non-Fund based Business

Day-Begin & Day -End

Interest  Application

Balance Books

TDS

NPA



C System AspectsC System Aspects

User Access Privileges

Software Package : Installation / Deinstallation

Data : Backup,Restore,Other files like Print-Files, Floppy 
Files
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Files

Hand-shake with Older Versions / Other Systems

Networking Issues, Encryption , if used

Error Handling

One Time Data Entry Module



D  Security AspectsD  Security Aspects

Segregation of Maker & Checker Roles

Control over Parameter

Transaction Modification / Reversal

Abrupt Stoppage : Recovery & Consistency

Check-sum
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Check-sum

User Access Privileges

File  Access Privileges

Day-Seal

Audit Trails and related reports



E MiscellaneousE Miscellaneous

Aesthetics : Colour, Fonts, etc.

Navigation :  Ease of Moving, Banking parlance, etc.

Usability : Consistent Dialogue boxes, Menus, Icons, etc.

Performance : Response Time, EOD,EOQ etc.
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Performance : Response Time, EOD,EOQ etc.

Platform : Quality & Acceptability of OS, RDBMS, etc.



ENVIRONMENTAL ASPECTSENVIRONMENTAL ASPECTS

cleanliness of the Computer Installation / Room 

boards/signs suggesting Removal of Shoes, No smoking, 

Avoidance of Drinking and Eating etc. near or around computers

air-conditioning provided

electrification as per specifications, earthing
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server room located above the ground level

premises free from any danger of water seepage near the 

computers

UPS placed at proper location, UPS fully discharged at least once 

in a month

Heat Detectors fitted in the installation



Organizational FactsOrganizational Facts

Key personnel

Hierarchy

Personnel And Training Matters
proper training (on the system as well as application) given 
to the staff
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to the staff

By the organisation / By hardware vendor / By software 
vendor

- Operators

- Officers

formally designated officer to look after computer operations 
(system administrator/ DBA) 



Systems Security CharacteristicsSystems Security Characteristics

Logical access to computer restricted

Physical access to console/server restricted

locks available for Server room

server / PCs / Terminals having virus protection mechanisms

log available for unsuccessful login attempts
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log available for unsuccessful login attempts

passwords changed periodically, secrecy of passwords maintained

record of user Management – Add / Change / delete / disable / 

enable

users logging out every time they leave the terminal

Auto log of all the users logged in on a particular day

purged data stored on any standalone PC



Configuration ManagementConfiguration Management

Asset Register & S/W register containing details of all the 
computers and peripherals be maintained

AMCs of hardware are active and continually renewed 

insurance cover

vendor’s user manuals, Bank’s user manuals, IT 
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vendor’s user manuals, Bank’s user manuals, IT 
Department guidelines and other documentation exist in the 
branch & referred to



Branch Parameter Verification & ControlsBranch Parameter Verification & Controls

Access to Parameters restricted, responsibility assigned to 
update the critical parameter values,

Are parameters set properly? All parameter changes 
supported by proper documents / parameter change log

Guidelines from HO about original parameter setting & 
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Guidelines from HO about original parameter setting & 
parameter maintenance, Parameter record

Record of interest rates maintained?

Are the interest rates required to be given for each account?

If yes, how the same are verified and controlled?



Disaster Management / Continuity Of OperationsDisaster Management / Continuity Of Operations

back up of data taken daily at the end of the day

off-site back up preserved & away from original data 

back up of latest version of application software also to be maintained 
properly

Are back-up media write protected? Is Backup taken before any 
maintenance activity (Hardware or Software) takes place? Is back-up 
media tested periodically?
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media tested periodically?

back-up media -keep securely away from electromagnetic devices

How many generations of back-ups are maintained?

hardware and software problems register-record of preventive and 
corrective maintenance

location map available with equipment details

contingency plan - tested at predefined frequency

staff familiar with the procedure to be followed in case of disaster



CHECKING METHODS OF BRANCH EMPLOYEES AND 
REPORTS VERIFICATION 

CHECKING METHODS OF BRANCH EMPLOYEES AND 
REPORTS VERIFICATION 

Transaction list Supplementary, Cash Book & Journal

Exception Statement / Officer override report 

Debit balances in savings / current accounts

Report of cheque books issued CC / OD against clearing & overdrawn 
accounts statement 

S I Register

Does every operator put a) rubber stamp b) transaction number generated 
by the system & c) initials on all vouchers under his / her name on all 
vouchers?
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vouchers?

procedures to ensure that all the vouchers have been processed in the 
system

Are compulsory reports defined by the Bank? Are the persons responsible 
for checking the reports independent of the persons responsible for data 
entry?

modifications made in back office information checked

all non-financial transactions checked

care if any operator is working beyond working hours / on holidays



Data Consistency ChecksData Consistency Checks

Consistency of daily transactions with G.L:

Account Head Date 1:Bal. As per G.L. Debit transactions as 
on As per Day Book Credit transactions as on As per Day 
Book Date 2:Bal. As per G.L. 

Consistency of Account balance with G.L:

Balances of accounts from the account balance list should 
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Balances of accounts from the account balance list should 
tally with GL figures so as to find an assurance of 
correctness of closing balances. Test on balances  reveals 
that the data is consistent/not consistent.

Head of account Master balance as per balance report as on 
GL Balance as on Remark



Controls over Income SeepageControls over Income Seepage

Checks for accuracy of Interest calculation: 
Type of A/C A/C Numbers Int. Period Products Correct Y/N Int. Amount Correct Y/N 
Checks for bank charges

Connectivity Issues
Internet connection available in the installation?
Who uses the same? For What purpose? Is Internet PC stand-alone? What are the controls 
over its use?
Are there any guidelines from HO for its use?

ATM operations
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ATM operations
ATM On Site/ Offsite/ On Line / Off Line?

Guidelines received from Head Office about 
ATM Operations
ATM Security Aspects
ATM Card Maintenance 
ATM Card Pinning Process
ATM registers to  be maintained
ATM Report Generation, Authentication



Any Questions? ? ?

THANK YOU
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