 OPEN SECURITY

\ ALLIANCE

The Institute of
Internal Auditors

ll7(& WIRC Conference on lnternal Audlt
0 Frlday, 6t August, 2021 o N
% =K




OPEN SECURITY

Assumptions CALLIANCE
* You are familiar with cybersecurity and have either been doing
CS audit / review

* Or, you are reading and learning about it as you have an audit
coming up

* Or, you want to add this to your practice

* In any case, my assumption is that you are familiar with CS
jargon and a low level of tech-speak

* | shall try to keep my talk as simple as possible but do feel free to
interrupt with a raised hand if needed

* Any form of interaction is welcome

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Setting the
context

for this
presentation
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You Are Audit Professionals CALIANCE

urityallia

* As members of lIA and ICAI it was anyways a tough job learning
the nuances of credit / debit (looks so simple that accounting is
just a play of money coming in and going out)

* But then along the way you realize these two words carry
conglomerates on their shoulders

* Accounting is a business function which has a role to play
across the enterprise

* The profession has moved from pure accounting to becoming
trusted advisors

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Life was not easy... and... (ALLIANCE

urityallia

* Along comes SOX, ITGC, SOCT,2,3 and what have you

* And, what we call Security or Cybersecurity

* Which is also a business function (whether you believe it or not|
* With oversight as well as interference in all functions !

* PLUS cybersecurity MUST also look at the world outside the
business perimeter

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Cybersecurity Auditing for the CA (ALLIANCE
* [T /IS / CS Audit is another

onion with layers and layers * If this is not complex enough, there
e Risk Is the need to manage compliance
. with
Asset,: + Multiple laws,
* Configuration, * Regulations / circulars,
J e Standards, and
Cha”ge' * Industry frameworks
* Patch, Password,
*/AcCcess, * To all this, apply the principles of
* Network, « CIA,

PPT,
Non-repudiation,
least privilege,
defense-in-depth,
maturity etc ...

and now zero trust

* Compliance etc

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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technology
to Iearh... : =

times one may think (frustratingly) whether i
‘would have been Dbetter to pursue englnee ng
¢ rather than commerce or economics

- 2 | 3
AR
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This is a Huge Responsibility

A responsibility to bring change. And change
Is the most difficult thing to bring abourt,
whether within or without

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



Huge Responsibility - yes

To get your client off the beaten track and to
understand that it is DATA that Is the ultimate
asset and not the mean machines they own!

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Unfortunately, most
organizations focus on network
security, not data security. ﬂ

63% of organizations deploy
new IT prior to having appropriate
data security measures in place.

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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The (Risk) Path Well Travelled (ALLIANCE

* The Risks we know and * Process risks
commonly assess (these are « Standard responses,
find acceptance in most RR) * Risk register visited once a year,
* Phishing * No risk owner

* Insider threat
 Compliance

e Ransomware

e APT * Case of a client company: Risk
e DOS ownership is part of CIO and
e Pandemic ERM and residual risk

« Natural Disasters decisions are with CISO

* Etc...

oy
&
IL-/
The Institute of
Internal Auditors
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The (Risk) Path Well Travelled (ALLIANCE

0% 20% 40% 60% 80% 100%
85% of breaches involved a human element, n=4,492
61% of breaches involved credentials, n=4,518
13% of non-DoS incidents mvulved Ransomware, n=10,027
e -
3% of breaches involved vulnerability exploitation, n=4,073
R—
409% 60% 80% 100%

opensecurityalliance.org

109 4/?,5(&;10.000 $100,000

BEC: 95% of incidents between $250 and $984 855

CDB: 95% of incidents between $148 and $1,594,648

Forensics: ; % of incidents between $2,402 and $336,499

Legal Guidance: 95% of incidents between $806 and $53,691

Ransomware: 95% of incidents between $69 and $1,155,775

$100 $1,000 $10,000 $100,000  $1,000,000
Interval [ 95% [ 80% 50%

$1,000,000

Figure 7. Select action varieties (n=4,073)

Figure 8. Selectimpacts of incidents
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Time For Us to Get Off The
Beaten (Cybers€curity Risk) Path
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Getting Off The Beaten Track (ALLIANCE

eeeeeeeeee tyalliance.org

* Look into the future and consider new risks .. They may
futuristic but how soon the future will be upon us is
anyone’s guess

* Privacy related issues
* Al based
* Air gapped infrastructure

* But the off beaten track includes what we are not doing
IN the present

* Diligence (for example — Data Classification, Roles /
Responsiblilities, Awareness)

* Proactive and preventive action

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Hype Cycle for Emerging .
Technologies, 2020 /" OPEN SECURITY

e )

Secure Access Service Edge (SASE)
Social Distancing Technologies

Explainable Al

Embedded Al
Data Fabric

DBIR

2071 0wk 5 Hrwats wevengel coewm |opart Responsible Al

Multiexperience

s 1Dl

Composable Enterprise
Al Augmented Development

Carbon-Based Transistors

Bring Your Own Identity

Social Data
Private 5G
Differential Privacy
Blodegradable
Sensors

Health Passport

DNA Computing and Storage
Al-Assisted Design

rovenance

Peak of

Innovation Inflated Trough of Slope of Plateau of
Trigger i Productivity
Time
be reached:
s @ 2to5years @ 5tol0years A more than 10 years ® obsolets before plateau As of July 2020
om/SmarterWithGartner
each investipstions Regar! ©

. , Gartner.

Take
Inspiration
from

verizon The Global Risks
Report 2021
16th Edition

A
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The (Risk) Path Well Travelled \ALLIANCE

0% 20% 40% 60% 80% 100%
85% of breaches involved a human element, n=4,492
e
61% of breaches involved credentials,n=4,518
L e
13% of non-DoS incidents involved Ransomware, n=10,027
3% of breaches involved vulnerability exploitation, n=4,073
P —
0% 2‘.':'!% d-d% EI'ClJ% Eﬁ% 100%

DBIR

Figure 7. Select action varieties (n=4,073)

opensecurityalliance.org

$100 Mﬂ,ﬂuo $100,000

BEC: 95% of incidents between $250 and $984 855

$1,000,000
.

CDB: 95% of incidents between $148 and $1,594,648

Forensics: ;% ofincidents between $2,402 and $336,499
| a D e
Legal Guidance: 95% of incidents between $806 and $53,691

Ransomware: 95% of incidents between $69 and $1,155,775
BT .
$100 $1,000 $10,000 $100,000 $1,000,000
nterval B 95% [ 80% 50%

2 8. Selectimpacts of incidents

201 Data Braach Irnsestrgations Hepart
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Save the Axolotl

FORUM
Dangers of Accelerated Biodiversity Loss B

“All businesses should account for ecological risks to
their operations and reputations, yet few do: a recent
study of Fortune 900 companies found that nearly
hali mentioned biodiversity in their sustainability
reports, hut only five set specific, measurabhle and
timebound targets. Nature-related risks are
undervalued in business decision-making.”

http://reports.weforum.org/global-risks-report-2020/save-the-axolotl/

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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WORLD

Global Risks 2020: An Unsettled World

M

“One such area is artificial intelligence (Al). According to
the UN'S International Telecommunication Union, it will
take “massive interdisciplinary collaboration™ to uniock
Al's potential. But because Al can also bring significant
risk, muitilateral cooperation IS needed to address
challenges such as security, verification, “deepfake”
videos, mass surveillance and advanced weaponry.”

http://reports.weforum.org/global-risks-report-2020/chapter-one-risks-landscape/

A4 e miuteor Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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FIGURE 1.1 FIGURE 1.2
Short-Term Risk Outlook Long-Term Risk Outlook
Percentage of respondents expecting risks 10 increase in 2020 Top 10 risks by likelihood and impact over

the next 10 years
Multistakeholders Multistakeholders
B Economic confrontations 78.5% Linthood impact

B Extreme weather B Cimate action falure
B Domestic political polarization 78.4% WORLD
ECONOMIC @ Cimate action failure a Weapons of mass
B Extreme heat waves 77.1% FORUM destruction
B Destruction of natural ecosystems 76.2% S— B Netural cleaster B Giodvershy loss
B Cyverattacks: infrastructure 76.1% #5 B Bodversty loss B Extreme weather
Human-made
B Protectionism on trade/investment 76.0% m Srdmrunanial iiaiatans B Water crises
B Popuist and nativist agendas 75.7% | B Oata fraud or thef #6 ® ﬁﬂmz ntusm#ée
al Cyberattacks: theft of money/data 75.0% #8’ B Cybeattacks #7 B Natral disasters
B Recession in a major econom 72.8%
. B Water crises B cyverattacks #8
B uncontrolled fires 70.7%
\ Human-made
B Global governance fallure 15 phay) ol clessters
B Asset bubble B Infectious diseases

B Economic B Envronmental I Geopolitica I8 Societat I Technological

[y \
3
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Getting Off The Beaten Track (ALLIANCE
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* Look ahead at new technologies, policy discussions,
geopolitics, online media: all this is your best input for threat
Intelligence

* Question all: audit reports / findings (dive in to the how,
when, where and why of the technology, the solution, the
control, the justification and operation)

* Keep the theory of security at the back of your mind -
business Is paramount and every solution has to think
about them first

* Your lack of understanding of technology (or jargon| is not
a sign of weakness but demonstrates your willingness to
learn (which is sadly missing in many)

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



Risks Awaiting Diligent Mitigation (ALLIANCE

$100 $1.000 $10000 $100.000 $1.000 000
=482 BEC: 95% of incidents betweepr$$250 and $9

_&“’ W DUTie<< Gl Cick

CDB: 95% of incidents between $148 and $1,594,648

61% of breaches involved ¢ B=4518 d&l e i éreac A . 92 | —
Forensn::s 95% of incidents be

4023nd 3 gg o/
T W LAl bility
13% of non-DoS incidents involved Ransomware, n=10,027 :

- L.Egal Gmt? ﬁﬁf Iagents between iﬂzsyalz%f}?, 6§E;31eca i ty

ityalli rg

0% 20% 40% 60% 80% 100%

3% of breaches involved vulnerability exploitation, n=4,073 “Ransomware: 95% of '”C'dﬂﬂtﬂ hE’fWEEﬂ $60and $1,155,77
‘ : | : | f‘ e cliv d_e (&
f f f f $100 $1,000 $10 000 $100,000  $1,000,000
0% 20% 40% 60% 80% 100% nterval 2 95% | BO% 50%

Figure 7. Select action varieties (n=4,073)

DBIR
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2 8. Selectimpacts of incidents
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Cybersecurity Risks

Talking Privacy

PDPB - It is coming - the writing is on
the wall.

What are a majority of security leaders
doing: attending trainings in PDPB

* |tis not even a law

 We do not know how much it will
change

* These same persons will carry these
g%%ous certifications into new jobs as
S

Consider the risk and advise (early
stage) preparation, or design, or
changes in the company

This is @ huge change and involves
change in people, process and
technology

OPEN SECURITY

ALLIANCE
\ opensecurityalliance.org

Data governance, architecture, and
operations

For example - Data classification ...
which is not about marking a few
documents as confidential

And, Identification of Pll, SPDI, non
personal data

And, Awareness among the employees

And, Automation of controls because it
will be impossible to provide assurance

Talking and training PDPB - but no
data classification

GDPR was not applicable but
fundamentals can be extracted

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



OPEN SECURITY

Risks In Thinking \ALLIANCE

* We are compliant with XY Z ...
* No encryption In place

* USB is not allowed (in small type - except for a few managers
and top management)

* We are compliant with XY Z ...

ITn!%! Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Cybersecurity Off The Beaten Track \ALLIANCE

* Technology Resources .. Automation is key but we bring in the
“best” cutting edge solution.

* Disparate systems which may not talk to one another and make
life more complex

* Or we avoid it as it is expensive but there is the world of open
source which iIs also not explored.

* Evaluate the effectiveness of utilization (or RoU) with effort and
output (DLP, SIEM etc)

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Cybersecurity Off The Beaten Track \ALLIANCE

* Human Resources .. The human is more important than the
technology which runs the business... what If the server
administrator is out of action... or goes rogue

* Analyze attrition and resource utilization among security team
* [s the size of the IS team optimal

* Why only engineers are hired, why not non engineers, and will
this stem attrition

* Do you have a growth plan to insource testing
* Awareness ...

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



Risks Off The Beaten Track (ALLIANCE

* ONnce a year sessions is not enough

* Refreshers and new risks
 Training In secure development, testing

* Review the awareness program design and effectiveness

* Obtain user feedback

* Videos on demand sound good, but...

 Correlate results of phishing / vishing drills with trainings

* Look at drill results / effectiveness over past year or quarters
* De-couple security awareness from HR / Training Dept

The human may he the biggest insider risk, but is also the first line of defense -
the more knowledge / intelligence the stronger is the human defense

/ e miuteor Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track




Risks Off The Beaten Track (ALLIANCE

61% of breaches involvgd ¢ tiajs, 3=4,518 d
——

* It happened elsewhere but the risk Is to us

* Credentials have been compromised and it Is easy to slice and
dice data from other dumps (Yahoo, Linked In, Aadhaar, etc)

« Common passwords is a common habit

* No one looks at this risk in the enterprise — it Is one which can
open up the network

« Example — Ashley Madison website hacked

/ Teimueor Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



Fifteen thc
workers - i
among 37
identified
adultery si

« Millions of users of 1
in the huge global h

« A 9.7 gigabyte data
Wednesday

» Itincludes privated
details as well as se;

« Washington D.C. ha:
15,000 are from go

» They include the Wi
and the Senate

‘ . https://www.dailymail.co.uk/news/article-3203795/Fifteen-
| I | I I e thousand-U-S-government-workers-including-White-House-
staff-37-million-cheating-spouses-identified-hack-Ashley-

N

Madison-adultery-dating-site.html

mNJ BUSINESS Markets Tech Media Success Video

"No justification." That's how one attorney at the Department of
Justice describes his use of cheating site Ashley Madison while in
the office.

"That time of my life was just not good personally," he told CNNMoney. And now that he's been
exposed? "You look like a moron," he said.

The massive data breach at Ashley Madison has outed some 32 million users, including some
15,000 email addresses from government and military accounts, indicated by .gov and .mil
domains.

Some government officials, like the DOJ attorney, did a better job of covering their tracks: They

used personal email addresses like Gmail. At least one used a prepaid credit card for multiple

transactions.

https://money.cnn.com/2015/08/22/technology/ashley-madison-hack-government-workers/index.html
Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Personal data of Bharatmatrings S esrm s
— ¥ JustDial Data

Air India data breach exposes perst

nformation of 4.5 million people I EEECIEEEIEE

B2B Business Trading App.

The Juspay Data Breach Lolidle ke

Database of approx 100 Million+
Users Pll Data

Dominos’ Customer (Name, Email, Mobile, DOB etc)
Data Hacked Data is collected through
unprotected API.

credit and debit card users has been leaked on th

Mobikwik Impact: 110 million user d¢

Buy @$300

@OMn1pO0t3nt

https://proprivacy.com/privacy-news/air-|
ht’%s ://timesnext.com/juspay-data-breach-another-feather-on-the-hackers-hat

Y, VA Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track

May 2021

uary 2021

/May 20217

customer KYC data
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Cybersecurity Off The Beaten Track (ALLIANCE

opensecurityalliance.org

* BUSINESS EMAIL COMPROMISE  [&ec:o5%ofincidents betwee$250and$984855- ) o,
(BEC) mmemm Ducinecs Gingale Kick

* FBI:

The IC3 saw complaints increase nearly 70% between 2019 and 2020. The

. top three crimes reported by victims in 2020 were phishing scams, non-
° ZO ] 8 S ] - 29 B losses payment/non delivery scams, and extortion. Officials say victims lost the

. most money to business email compromise (BEC) scams, romance and
* ZO ] 9 S ] ' 7 B (nearly half Of confidence schemes, and investment fraud.

cybercrime losses)

« 2020: $1.86B losses (number of
complaints down to19,369)

FBI's IC3 Logs 1M Complaints in 14 Months

HOW TO MITIGATE BEC ATTACKS

The following list includes precautionary measures and mitigation strategies for BEC
threats:

* Risk Is not addressed

o .

Qev' eW ContrO'S * Frequently monitor your Email Exchange server for changes in configuration and
custom rules for specific accounts v

® nc,ude man ua' fO”OW up, * Consider adding an email banner stating when an email comes from outside your

organization so they are easily noticed

1 ¢ Conduct End User education and training on the BEC threat and how to identify a
separate machine / setup spear phishing emal

* Ensure company policies provide for verification of any changes to existing invoices,
bank deposit information, and contact information

e Contact requestors by phone before complying with e-mail requests for payments or
personnel records

* Consider requiring two parties sign off on payment transfers

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Cybersecurity Off The Beaten Track (ALLIANCE
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I nte r nal Capabi “ty Forensics: 95%of|nc1dentsbehfeh 4;),2;:& 99 )

: ,baé//zty
o FORENSICS LegalGuugoeS%oﬂ.ldentsbetvEen Z(jarf\&';;ﬁm
» INCIDENT RESPONSE \ ﬁ J! e“’é’camfy
 CYBER LAW |

* LEGAL TEAM & CYBESECURITY
Internal familiarity

* LOCAL LAW ENFORCEMENT

* LOCAL CYBER CELL

* NATIONAL / STATE REPORTING

R T Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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OPEN SECURITY

Cybersecurity Off The Beaten Track \ALLIANCE

 Work From Home... WFH ... a nice three letter acronym
Holds a lot of promise and has changed the way we work
At the same time the threat surface has increased
Brought millions of weak end points

With every problem possible that we have been trying to control in the office
perimeter

Nearly 2 years — we have beaten the IT and IS operational issues

BUT — no one has made an assessment of the risk
* Home working environment (workplace, family)
* Size of home and number of family members
* “additional” use of machine
 Security of internet access
* Mental stress in WFH
* Cost of incident response
 Effectiveness and practicality of audit
* Availability and productivity

Tneinstue . Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Cybersecurity Off The Beaten Track \ALLIANCE

* Domain nhames
* \Who iIs the administrator
 What is the associated email address
* Alerts for payments
* Risks of like sounding names and cost of acquiring such names
* Ownership in event of a split in the company
* Valuation of domain name and inclusion as a brand asset

e Cloud Credentials
* Name on cloud account
* Owner of the account access password
* Backup policy
* Access controls
* Reviews

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track
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Unsophisticated attackers State-sponsored attacks
S e

—
1980s/1990s 20XX
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600

400

Social

200

Physical

Misuse
Error
e ———
2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

Source: 2014 Verizon Data Breach Investigations Report
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FUN FAME FORTUNE FORCE
Technically curious  Technically adept Cyber criminals and Nation states and non-
individuals groups leaving their organized gangs nation state groups
mark on public stealing money, data launching targeted
websites ransom schemes attacks for strategic
and competitive pUrposes
information

1988 2001 2004 2010

Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track



Pa ordless Authentication
Clo omputing
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perimeter
Nndp ty,
* Securedau lon
Security for trusted third parties.
Mobile device securitﬁ
Protecting digital data
Rise of Automotive Hacking
Supply Chain
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The 2020 spike inmalicious cyber activity continues into 2021 and is growing

Systemic / design weaknesses are being exploited

£
'f "»

Lucrative cnmmal‘gctwlhes are now mainstream technology issues
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Risk cannot be seen as an output of a list of-threats and one has to change thinking

Bottom Line
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A
mtitute of Cybersecurity for Internal Auditors — (Risks) Off The Beaten Track

The I ute of
Internal Auditors




